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Executive Summary 

H1 Goal/Objectives 

The goals and objectives of Deliverable D4.1 are to provide a comprehensive and detailed 

methodology for conducting the four CiROCCO pilots using advanced CiROCCO technologies in real-

world conditions. This deliverable aims to achieve the total objectives of Task 4.1 as scheduled, 

emphasising a dynamic and agile testing strategy that ensures constant interaction and incremental 

delivery of results. It follows the Deming Plan-Do-Check-Act (PDCA) cycle and integrates the 

Development Operations (DevOps) continuous testing methodology to seamlessly blend software 

development with automated Information Technology (IT) operations. Additionally, Deliverable D4.1 

prepares for evaluating pilot results, offering initial time plans, reference/target Key Performance 

Indicators (KPIs), and a framework for organising and analysing relevant data. The insights and 

recommendations derived from this rigorous testing and validation process will serve as a roadmap 

for refining and enhancing CiROCCO's propositions, informing subsequent project phases and 

contributing to achieving overall project objectives within the CiROCCO framework. 

H2 Methodology 

The methodology of Deliverable D4.1 follows a structured approach, beginning with meticulous 

planning and setup outlined in the comprehensive initial plan and setup handbook. Testing strategies 

are dynamically adjusted based on available resources and stakeholder diversity, emphasising 

continuous interaction and incremental delivery of results through the DevOps continuous testing 

methodology. Field trials are executed, monitored, and refined based on real-time feedback, with 

preparations made for result evaluation using initial time plans, reference/target KPIs, and impact 

analysis datasets. Data collected will be organised and analysed to benchmark performance against 

KPIs, providing feedback for refinement and informing final recommendations to enhance CiROCCO's 

solutions and achieve project objectives. 

H3 Outcomes/Conclusions 

The outcomes of Deliverable D4.1 will include a detailed methodology for conducting the four 

CiROCCO pilot tests, highlighting the dynamic and iterative nature of the testing process. Through the 

implementation of this methodology, valuable insights and recommendations will be derived from the 

rigorous testing and validation processes, informing subsequent project phases and contributing to 

the refinement and enhancement of CiROCCO's propositions. Ultimately, these outcomes will be 

crucial in achieving project objectives within the CiROCCO framework. 
 

Key outcomes/conclusions in bullet points 

• Detailed methodology for conducting the four CiROCCO pilot tests 

• Emphasis on dynamic and iterative testing processes 

• Valuable insights and recommendations derived from rigorous testing and validation 

• Contribution to the refinement and enhancement of CiROCCO's propositions 

• Crucial role in achieving project objectives within the CiROCCO framework 
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1. Introduction 

1.1. Deliverable Description 

This deliverable is dedicated to including a comprehensive initial plan and setup handbook for the 

4 CiROCCO Pilots. This comprehensive report encapsulates the detailed testing plan formulated in Task 

4.1, representing a refined and expanded iteration of the initial planning outlined in D2.2. It 

meticulously delineates the strategy for achieving stringent KPIs vital for successfully implementing 

innovative social innovation and citizen engagement initiatives. The testing strategy is meticulously 

tailored to adjust the depth and coverage of testing according to available resources and the diverse 

stakeholders involved. Adhering to the Deming PDCA cycle, this report outlines the methodology for 

field trials, emphasising continuous interaction and incremental delivery of results. Furthermore, it 

elucidates the DevOps continuous testing methodology employed by CiROCCO, seamlessly integrating 

software development and automated information technology operations throughout the service 

lifecycle. In addition to detailing the process for pilot validation, this deliverable encompasses the 

preparation for evaluating results. It includes behavioural indicators, relevant assumptions, Gantt 

Charts, checklists/milestones, and reference/target KPIs crucial for benchmarking performance. 

Moreover, it delineates key roles and interactions essential for the success of this process. 

Furthermore, this deliverable facilitates the organisation and analysis of relevant data, defining 

datasets for impact analysis and facilitating the collection of measurements. The generated results are 

meticulously compared against reference target KPIs to assess system performance, provide feedback 

for refinement, and ultimately inform final recommendations, which will be channelled into Task 4.6 

for further action. 

1.2. Purpose of the Deliverable 

Deliverable D4.1 marks the culmination of Task 4.1, achieving its objectives in full and as scheduled. 

Drawing upon a rich tapestry of insights, this deliverable comprehensively outlines the methodology 

for conducting the four Pilot tests using CiROCCO technologies under real-world conditions. In line with 

agile principles, this deliverable emphasises a dynamic testing strategy, enabling constant interaction 

and incremental results delivery. It meticulously follows the PDCA cycle for field trials while leveraging 

the DevOps continuous testing methodology to ensure seamless integration of software development 

and automated IT operations. Furthermore, this deliverable prepares to evaluate results, provides 

initial time plans for the pilot execution, and references/targets KPIs crucial for assessing system 

performance. It also facilitates the organisation and analysis of relevant data, laying the groundwork 

for impactful impact analysis and informed decision-making. Moreover, Deliverable D4.1 serves as a 

roadmap for refining and enhancing the CiROCCO propositions, offering valuable insights and 

recommendations derived from rigorous testing and validation processes. Its findings will inform 

subsequent project phases, providing crucial feedback for refining technical solutions and achieving 

objectives within the CiROCCO framework. 

1.3. Intended Audience 

Upon endorsement by the European Commission (EC), Deliverable D4.1 will be publicly accessible 

through the CiROCCO project website. This document encapsulates vital insights and methodologies 
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crucial for the success of CiROCCO's testing and validation phase, making it an essential reading for 

diverse stakeholders. 

Deliverable D4.1 acts as a central resource, guiding project partners through the intricacies of the 

testing plan and ensuring alignment with stringent KPI requirements. It fosters collaboration and 

knowledge sharing among pilot leaders, partners involved in pilot initiatives, and technical teams 

responsible for developing CiROCCO's technological solutions. Moreover, stakeholders seeking an in-

depth understanding of CiROCCO's testing and validation processes will find comprehensive insights 

within this deliverable. 

The intended recipients of Deliverable D4.1 encompass: 

• Pilot leaders and all stakeholders engaged in pilot initiatives. 

• Technical partners entrusted with developing and deploying CiROCCO's technological solutions. 

• The EC is the principal funding body overseeing the project. 

• Other interested parties seeking detailed insights into CiROCCO's testing and validation 

methodologies. 

1.4. Deliverable Structure and its Relation with Other Work 
Packages / Deliverables 

Deliverable D4.1 serves as a comprehensive guidebook, encompassing the planning and setup of 

the CiROCCO project's testing and validation phase. This section delineates the structure of the 

deliverable and its interconnectedness with other work packages and deliverables within the project 

framework: 

• Section 1 is an introductory section of the document and provides a general overview of the 

Deliverable; 

• Section 2 provides a general overview of the pilots, highlighting their objectives and expected 

outcomes, the integration methodology of CiROCCO technologies, emphasising the critical 

testing and validation layers, and a general timeline and milestones associated with the testing 

and validation phase across the four pilots. 

• Section 3 Details the strategies and methodologies employed for managing and monitoring the 

pilot initiatives, emphasising the iterative PDCA cycle 

• Sections 4, 5, 6 & 7 provide detailed insights into each of the four pilot initiatives, including 

their objectives, set-up, services offered, key roles, interactions, mapping with system 

functionalities, test scenarios, challenges, risks, assumptions, implementation plans, 

specifications, and KPIs. 

• Section 8 summarises the key findings, insights, and conclusions drawn from the planning and 

setup of the pilot initiatives, highlighting implications for future project phases and 

deliverables.  
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2. Pilots Overview & Objectives 

CiROCCO's performance and capabilities will be tested and validated in real-life settings across four 

large pilots in diverse desert regions of Europe and Africa. Two desert areas in Europe have been 

selected: Serbia and Spain. These locations were chosen due to their differing governmental needs 

and environmental conditions, allowing for a comprehensive evaluation of the developed systems. The 

Tabernas Desert in Spain, already part of FluxNet1, will transfer its findings to the Deliblato Sands in 

Serbia, where the current single operating station is underperforming. 

Additionally, the Mediterranean basin, specifically Cyprus, is highly sensitive to desert dust 

outbreaks caused by various meteorological scenarios, which are well characterised by the basin's 

western, central, and eastern parts. In Egypt, desert areas have very limited in-situ data, impacting 

many countries in Southeast Europe. Concurrently, the rising investments in renewable energy sources 

(RES) in Egypt underscore the high need for such data. Figure 1 illustrates the locations of the four pilot 

areas described below. 

 
Figure 1: CiROCCO Pilots. 

2.1. CiROCCO Objectives about the Pilots 

This subsection focuses on elucidating the overarching goals and aims of the CiROCCO project, 

specifically in the context of its pilot implementations. It provides a concise overview of how the 

 
1 https://fluxnet.org/ 
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project's objectives are aligned with the execution and outcomes of the pilot initiatives, highlighting 

the strategic importance of these endeavours within the broader framework of CiROCCO's mission and 

vision. 

The relevant project objectives for the pilots are2: 

BO.1: “To install and operate in-situ, low-cost, stand-alone, electronic sensing nodes in close 

collaboration with post-project operating entities, having a real interest from local communities, 

including the commercial sector, offering a clear sustainability and commercialisation path beyond 

the project’s duration.” 

The objective is to create a network of sensing nodes that is both economically and technically 

sustainable, comprising distributed and cost-effective units. This network is intended to directly 

influence the current and future activities of research centres, industry, and public authorities. 

Commercialisation services will be developed to capitalise on the value of the collected data and 

secure the necessary funding for sharing with the research community. These services encompass 

various areas such as Renewable Energy Systems (RES) planning, Early Warning Systems (EWS) for 

Health Air Quality, modelling of Greenhouse Gases (GHGs) and Particle Emissions, and Ecosystem 

Management. Additionally, access to data is facilitated through multiple sources, such as Wi-Fi, 

Bluetooth, Long Range (LoRa) communication, Long Term Evolution (LTE) and satellite communication, 

enabling the development of additional business models. Data fusion services are provided via a Big 

Data platform (INTRA’s Streamhandler Platform), further supporting the commercialisation of datasets 

and the system's expansion to additional desert areas and other remote locations. 

TO.1: “To establish a low-cost and sustainable network of electronic sensing nodes in under-

sampled desert areas and ecosystems in Egypt, Serbia and Spain.” 

The goal is to develop a customised hardware solution to enhance environmental observations in 

hard-to-reach areas. This sensing node will be built using Commercial Off-the-Shelf (COTS) 

components and designed to withstand the environmental conditions of these remote pilot areas. This 

development aims to create an optimised technological solution that can capture critical 

environmental data for improved modelling of dust cycles and trajectories. The stand-alone sensing 

node will utilise energy harvesting technologies, such as photovoltaic cells, vibrations, or miniaturised 

wind turbines, to eliminate the need for an external power supply and ensure a long operational life 

under pilot conditions. Additionally, the nodes will feature multiple wireless communication 

technologies, enabling the formation of a wireless sensor network that can be remotely updated and 

optimised by the administrator via over-the-air upgrades. 

IMO.1: “Accelerate the adoption of the CiROCCO tools and services by the wider community to 

ensure impact maximisation.” 

CiROCCO will develop a practical plan to engage stakeholders in accessing and utilising its results 

by choosing the most effective methods to disseminate and communicate the project's achievements 

and knowledge to its target groups. The project will undertake joint dissemination activities with other 

projects and existing initiatives and engage in policy outreach to inform and motivate transformational 

change through capacity-building activities. Additionally, CiROCCO aims to establish collaborations 

with environmental observation data providers to enhance European Union (EU) Research and 

innovation. 

 
2 CiROCCO project, Grant Agreement, Project 101086497 
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2.2. Demonstration of CiROCCO System in the Pilots 

For the CiROCCO project, ensuring successful execution relies on robust testing and validation 

procedures to verify that the proposed technological solutions effectively meet project objectives. This 

Testing and Validation Plan establishes a foundational framework, delineating systematic approaches 

and methodologies for verifying key components. Its purpose is to develop standard procedures and 

a unified approach across all pilots, providing common reference points for implementation. 

2.2.1. Testing & Validation Timeline 

CiROCCO adopts an iterative multi-step development approach wherein user requirements and 

corresponding solutions evolve through collaborative iterations among stakeholders. The 

methodology follows an agile approach, with adaptive developments and continuous improvements 

structured into four distinct phases (Figure 2): 

Phase 1: Co-design and Definition (M01-M06) – 100% complete 

• Involves stakeholder mapping and understanding of end-user needs. 

• Utilizes a co-creation approach, bringing together regional stakeholders, technology experts, 

policymakers, and academics. 

• Driven by the quadruple helix framework, integrating knowledge from science, technology, 

and society to address real-life challenges. 

Phase 2: Technology Development and Data Integration Algorithms (M06-M15) – 100% complete 

• Development of low-cost, stand-alone electronic sensing nodes. 

• Validation of systems in Cyprus/Greece under similar conditions to the pilots. 

• Initiation of algorithm development based on collected datasets. 

Phase 3: Demonstration in Real-life Conditions (A Part of the Pilots) (M15-M26) 

• Deploy developed technologies, methods, and services to the four pilots. 

• Installation of sensing nodes with a rolling plan to validate systems by M26. 

• Validate the system in relevant environments, achieving Technology Readiness Level (TRL) 7, 

with continuous improvements based on pilot feedback. 

Phase 4: Complete System Operation (B Part of the Pilots) (M26-M36) 

• Operationalization of the complete system, producing datasets and services at the expected 

spatial and temporal resolution. 

• Development of additional business models for sustainability beyond the project duration. 

• Strengthening liaison activities with the community, training potential users, and producing 

policy briefs focused on maintenance and replication. 

• Validation of the system at TRL8 by the end of this phase. 

 
Figure 2: Pilots’ general time plan. 
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3. Planning & Setup of the Pilots 

The testing and validation plan presented in Chapter 3 has been extensively discussed and agreed 

upon by all pilot leaders and WP4 partners during the monthly consortium meetings, the bi-weekly 

technical conferences and the numerous ad-hoc meetings and pilot workshops organised. The pilots 

responsible (pilot leaders and technical leaders) were asked to use the testing and validation plan to 

define exact testing procedures and activities for their pilots and prepare the test sites and 

infrastructure support. In preparation for the start of the testing and validation period (Phase 1 – M16), 

the pilot leaders were requested to provide preparatory material stemming mostly from Work Package 

2 (WP2), Task 2.2 and D2.2 [1] as well as WP4 and Task 4.1, complying with the requirements of the 

testing and validation plan. This material includes an overview of the pilot setup, services addressed 

and expected outcomes, key roles and interactions within the pilot, KPIs for the testing and validation 

of the technologies, the impact assessment, any challenges they expect to face during the execution, 

risks and assumptions, and an adapted implementation plan and timeline specific to the activities of 

each pilot. This information is presented in Chapters 4 to 7 for all pilots. 

3.1. Managing & Monitoring 

Operational management within WP4 and the execution of the four pilots involves the systematic 

planning, coordination, and oversight of day-to-day activities, processes, and resources necessary to 

ensure that the pilots operate effectively and efficiently. A thorough planning and preparation phase 

has been completed. Still, continuous monitoring of activities, progress, and performance, along with 

effective communication and reporting, are crucial to staying aligned with the scope of work and 

achieving the expected outcomes. 

The initial and fundamental phase of T4.1 involved establishing the framework for the action plan 

concerning the organisation of the pilot environments and determining the next course of action. 

Adopting the Deming PDCA cycle outlines the necessary procedures to ensure the effective operation 

of the tasks and, consequently, achieving the WP4 objectives. 

3.1.1. Plan-Do-Check-Act 

The PDCA model is fundamental to how CiROCCO conducts its pilot projects. This structured 

approach is instrumental in continuously improving and refining various project elements, ensuring 

that each phase is optimised for success. Also known as the Deming Wheel, the PDCA model provides 

a clear, iterative framework that promotes ongoing progress and enhancement. 

The PDCA cycle is indispensable in the CiROCCO project, which focuses on integrating renewable 

energy sources and innovative grid technologies. This model supports the project's agile management 

approach, allowing for dynamic exploration and testing of new solutions within a controlled and 

monitored environment. By systematically applying the PDCA cycle, CiROCCO can adapt to changes, 

address challenges, and capitalise on opportunities for improvement, thereby enhancing the overall 

efficiency and effectiveness of the project. 

The PDCA cycle is divided into four steps: Plan, Do, Check, and Act. Each step plays a critical role in 

the pilot projects' execution: 
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Plan: During the planning phase, CiROCCO teams identify objectives, develop strategies, and outline 

the steps needed to achieve the desired outcomes. This involves detailed analysis and preparation, 

including defining KPIs and setting realistic timelines. For instance, the team may plan a pilot test of a 

new energy storage solution, detailing the necessary resources, potential risks, and expected benefits. 

D4.1 is essentially the outcome of this step for CiROCCO. 

Do: In the execution phase, the plans are put into action. CiROCCO teams implement the strategies 

and carry out the activities outlined in the planning phase. This could involve installing new 

technologies, conducting field tests, and collecting data. Throughout this phase, careful monitoring 

ensures that the activities align with the plan, and any deviations are noted for further analysis. This 

step is materialised by demonstrating the developed technologies in real-life conditions by installing 

the sensing nodes and validating the system in a relevant environment. 

Check: Once the actions are implemented, the next step is to evaluate the results against the initial 

objectives and KPIs. The CiROCCO project team analyses the collected data to determine the 

effectiveness of the implemented solutions. This might include assessing the performance of a new 

energy management system in real-world conditions and comparing it with baseline data to gauge 

improvements. This step in CiROCCO is essentially the part where feedback is taken from phase 3 and 

the implementation of the system in the pilots to optimise it further for this specific application. 

Act: Based on the evaluation, the team decides on the necessary actions to refine and improve the 

processes or solutions. This could involve adjusting, scaling successful strategies, or revising plans for 

further testing. The insights gained from this phase feed back into the planning phase, creating a 

continuous improvement loop. Finally, phase 4 of CiROCCO completes the PDCA cycle by redeploying 

the optimised version of the system in the pilots. 

The leader of Task 4.1 is responsible for overseeing the progress of this PDCA cycle during the Pilot 

implementation; however, each pilot leader is accountable for the actual implementation of the PDCA 

cycle. By rigorously applying the PDCA cycle, CiROCCO ensures that its pilot projects are systematically 

managed and continuously enhanced. This cyclical process enables the project to remain agile, 

responsive and focused on integrating renewable energy solutions efficiently and sustainably. 

Figure 3 below illustrates how the PDCA cycle is applied explicitly to CiROCCO's pilot projects, 

highlighting the activities and steps undertaken in each cycle phase. This visual representation provides 

a clear overview of the iterative process and underscores the importance of each step in driving the 

project forward. 
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Figure 3 PDCA cycle. 
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4. Pilot 1: Renewable Energy Systems Planning – Egypt 

4.1. Overview, Objectives & Expected Outcome 

4.1.1. Overview & set-up 

The CIROCCO project’s pilot, “Renewable Energy Systems (RES) Planning - Egypt”, led by CEDARE, 

connects the local stakeholders and decision-makers with the project scientists and renewable energy 

experts. At the same time, NOA will undertake the entire renewable energy simulation part and the 

accuracy improvement by incorporating the in-situ information into the modelling architecture for 

energy production estimations and nowcasting. EBOS, ICCS and INTRA will technically support and 

offer their domain expertise throughout the whole pilot implementation, including the internet and 

satellite-based near-real-time data transfer and the efficient socio-economic effects both from the in-

situ added value and the holistic energy production handling with Earth Observation (EO) (ground, 

satellite and model) data sources and methods. 

4.1.2. Services 

Pilot 1 will take place at the Benban solar farm, focusing on energy management and production 

planning optimisation by utilising sensor data combined with the modelling infrastructure. The pilot 

will address the following: 

i. Solar radiation measurements will be used for the harmonisation with the natural power 

production for data assimilation to solar energy models and forecasting purposes; 

ii. wind speed and direction will be used for the dust forecasting and load estimation, 

iii. Particulate Matter (PM) measurements will be used to compare with the dust modelling 

and for air quality quantification and 

iv. temperature and relative humidity data will inform solar panels' efficiency, optimal 

operating conditions and maintenance alerting. 

Absolute power and energy production will also validate the observational and modelling 

approaches. The result will be a dedicated energy management system for the Benban solar project 

and a more generalised model capable of being replicated and applied at any solar farm across Egypt 

and beyond. In this direction, forecast outputs from the European Centre of Meteorology and Weather 

Forecasting (ECMWF) will be deployed in conjunction with satellite observations from the European 

Organisation for the Exploitation of Meteorological Satellites (EUMETSAT) Satellite Application Facility 

on Support to Nowcasting and Very Short-Range Forecasting (SAFNWC) for real-time dust monitoring 

and assimilation and high-resolution solar irradiation estimations. 

4.1.3. Key Roles & Interactions 

The results of CiROCCO will contribute actively to the formation of energy-related policies and the 

subsequent market uptake by setting up and disseminating a roadmap for implementations exploiting 

the synergy of EOs with in-situ sensors. Indicatively, the already existing cooperation with the Egyptian 

Ministry of Electricity and Renewable Energy and the new Renewable Energy Authority will make the 

integration of dust and solar energy potential measurements and forecasts to the operational planning 

of both public and commercial electricity handling entities more effective through market mechanisms 

and the prospect of knowing the future performance of energy-based cargo sales. While the area is 

equipped with different sensors, there are critical limitations such as a) Sparse and not representative 
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coverage; b) Not all crucial parameters available; c) Variability and inhomogeneity of sensors and 

measurement’s reliability; d) Inadequate maintenance and failures (due to arid conditions and 

oxidation); and e) Not internet-connected and centrally collected through data loggers. Throughout 

the project and after its duration, the area will benefit from the enhanced and upgraded network of 

sensors, where a complete set of measuring parameters necessary for the renewable energy and air 

quality sectors will be constantly captured. The network to be developed will require lower 

maintenance and, in parallel, will be more resilient, reliable, and easy to use. Moreover, the dense 

network of stations will be used by country-level representatives for early warning, predicting the 

expected power generation decrease in the case of Desert Dust Storms (DDS), policy-making, and 

energy management. 

4.2. Mapping with System Functionalities 

Mapping with System Functionalities in the CiROCCO Project's Pilot 1 is essential for aligning the 

systems' technical capabilities with the operational objectives. The deployment of Low-Cost (LCSN) 

and High-Quality Sensing Nodes (HQSN) throughout the Benban Solar Park area is strategically 

designed to monitor meteorological and solar energy related parameters effectively. This functionality 

directly supports the pilot's objective to enhance solar energy production levels by monitoring 

forecasting and establishing a robust EWS for DDS events. These nodes are strategically positioned to 

cover the whole solar park, ensuring comprehensive data collection across the different solar plant 

settings and specifications (i.e., tracking system, panels technology, system planning and 

management). 

Advanced connectivity options, such as LTE and Wi-Fi, will ensure real-time data transmission, 

which is crucial for the immediate processing and dissemination of DDS warnings and the subsequent 

effect on solar irradiation and energy. This capability aligns with the project's goal to deliver timely and 

accurate forecasts to stakeholders and distributed energy systems. Additionally, the pilot leverages 

existing infrastructure and energy management systems, such as antenna/receiver for EO real-time 

retrieving, servers and the Solar Energy for Earth (SOLEARTH) operational system from NOA, to 

enhance the EWS and improve the modelling accuracy by assimilating the in-situ information. 

Moreover, the pilot will include user-friendly interfaces (a web portal application) to ensure early 

warnings are accessible to all interested users. This functionality directly correlates to enhancing 

renewable energy-related stakeholders' understanding and responsiveness to DDS events, thus 

supporting energy community planning and management optimisation for energy security. 

4.3. Test Scenarios 

The tested pessimistic and optimistic scenarios are:  

i. The solar radiation measurements will be used for the harmonisation with the natural 

power production, for data assimilation to solar energy models and forecasting purposes; 

ii. the wind speed and direction will be used for the dust forecasting and load estimation; 

iii. the PM for comparison with the dust modelling and air quality quantification aspects and 

iv. Temperature and relative humidity are essential for solar panels’ efficiency, optimum 

operation conditions, and maintenance alerting. 
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Absolute power and energy production will also validate the observational and modelling 

approaches. The result will be a dedicated energy management system for the Benban solar project 

and a more generalised model that can be replicated and applied at any solar farm across Egypt and 

beyond. In this direction, forecast outputs from the ECMWF will be deployed in conjunction with 

satellite observations from the EUMETSAT’s SAFNWC for real-time dust monitoring and assimilation 

and high-resolution solar irradiation estimations. 

4.3.1. Data Definition 

The table below contains the data measurement and reporting frequency for Pilot 1, defined 

according to the environmental monitoring and modelling objectives, and the EO product calibration 

and validation procedure. High temporal resolution is necessary for the EO product validation and 

calibration. 

Table 1. Data definition for Pilot 1. 

Parameter Measurement 
frequency 

Data 
recording 
frequency 

Reporting 
frequency 

Units, 
Precision 

Solar radiation 1 minute 15 minutes Hourly average 
of 4 values 

W/m2, 0.1 

Wind Speed 1 minute 1 hour 3-hour average 
of 3 values 

m/s, 0.1 

Wind Direction 1 minute 1 hour 3-hour average 
of 3 values 

Degrees from 
North 

Sand/Soil 
Temperature 

10 minutes 1 hour 3-hour average 
of 3 values 

°C, 0.1 

Air Humidity 10 minutes 1 hour 3-hour average 
of 3 values 

Percentage % 

Atmospheric 
Pressure 

10 minutes 3 hours 3 hours Millibar, 0.1 

Air temperature 1 minute 1 hour 3-hour average 
of 3 values 

°C, 0.1 

Soil Moisture 10 minutes 1 hour 3-hour average 
of 3 values 

Volumetric 
Water Content 
(m³/m³) % 0.1 

Ozone 30 minutes 3 hours Daily average of 
8 values 

Ppm, 0.1 

PM2.5 10 minutes 1 hour 3-hour average 
of 3 values 

µg/m3 

PM10 10 minutes 1 hour 3-hour average 
of 3 values 

µg/m3 



 
 

 

 

 

4.4. Challenges, Risk & Assumptions 
Table 2. Challenges, Assumptions, Risks & Mitigation Actions for Pilot 1. 

Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 

Ensuring the pilot's success relies heavily 

on the accuracy and dependability of 

data gathered by the recently 

established monitoring network. 

 The reliability and 

accuracy of the data 

collected under desert 

conditions 

it is imperative to develop stringent 

calibration, upkeep, and data 

validation protocols 

The pilot initiative encompasses an array 

of technologies, from economical 

electronic sensing nodes to advanced 

systems, alongside pre-existing desert 

dust operational models. Harmonising 

these components and sustaining 

seamless interaction can present 

technical complexities and consume 

considerable time. 

Integrating diverse technologies and 

models poses another hurdle. 

  

There may be challenges in effectively 

disseminating early warning information 

to the public and relevant stakeholders. 

Developing user-friendly platforms, such as 

internet websites and mobile applications, 

requires attention to design, usability, and 

accessibility to reach a wide range of end-

users and ensure the information is easily 

understandable and actionable. 

  



 
 

 

 

 

4.5. Implementation Plan & Specifications 

The implementation plan of Pilot 1 relies on a phased deployment strategy. During phase 1, five 

LCSNs and four HQSNs will be installed. In phase 2, another 30 LCSN will be installed. The following 

map shows the location of the sensor nodes for different locations in Egypt. 

 
Figure 4 Distribution of Pilot 1 sensors over Egypt  

The four LCSNs implemented in Egypt's academic centres will use LTE technology. The following 

map shows the location of the remaining nodes in Benban Solar Park. 

 
Figure 5 Distribution of Pilot 1 sensors in Benban Park 



D4.1 PLANNING AND SETUP HANDBOOK, AND OPERATIONAL MANAGEMENT REPORT – INITIAL 

 

2 

For the Benben park, the on-site measurements show LTE coverage for all the selected locations of 

the LCSNs and HQSNs. The LCSNs must be implemented at least 1 m above the solar panels for practical 

implementation and a better LTE signal. This is not an additional requirement, as the nodes must 

already be installed high enough above the solar panels to measure dust and wind. 

Each LCSN node requires a dedicated Subscriber Identity Module (SIM) card for LTE connection. 

However, managing data plans for many SIM cards could be problematic for the pilot operator. As an 

alternative solution, we could use LoRaWAN mesh technology. With mesh technology, each node 

relays the data from its neighbour nodes to another nearby node and ultimately to a node connected 

to LTE. Considering that the nodes are implemented with a minimum height of 2 m above the ground, 

the LoRa coverage distance is about 1.8 Km (1.1 miles) between the nodes. Yellow arrows indicate this 

coverage in the above figure, which shows that the distance between the two neighbour nodes is just 

about the coverage range in the worst-case scenario. The yellow circle in the figure shows the location 

of the nodes with LTE connection. The rectangles with different colours indicate how different nodes 

will be grouped for mesh topology. The above figure shows an example of LoRa mesh network 

implementation, and the details of this implementation are still under discussion. 

The following is the Gantt chart of the deployment procedure, which includes all the steps to install 

the nodes in the pilot. 

Table 3. Pilot 1 implementation plan. 

Pilot 1: implementation plan 

Renewable Energy Systems Planning - Egypt 

Months 

1
6

-1
7

 

1
8

-1
9

 

2
0

-2
1

 

2
2

-2
3

 

2
4

-2
5

 

2
6

-2
7

 

2
8

-2
9

 

3
0

-3
1

 

3
2

-3
3

 

3
4

-3
5

 

Subcontractor - pols installation           

1st phase sensor installation           

Data testing & troubleshooting           

Solar modelling activation and refinement           

2nd phase sensor installation           

Field campaign           

Quality control - publication           

Sensors – model calibration/validation           

Energy production – sensors harmonisation           

Model – Energy production harmonisation           

Operational Solar Plant Management Support           

Demonstration in real-life conditions           

Complete system operation           

Deliverables      D1    D2 

4.6. Key Performance Indicators 

Table 4 outlines the KPIs for successfully implementing the sensing nodes in the CiROCCO Project's 

Pilot 1. Each KPI is strategically defined to address specific operational and technical requirements. 

Table 4. Target KPIs for operational and technical requirements of pilot 1. 
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Pilot 1: Target KPIs 

KPI 

No. 

Name Description  Metric  Method of 

measurement  

Target  

1 

End users (entities & solar farms) expected 

to use the dedicated platform or 

application for the DDS Early Warning 

System (for solar plant production support) 

Number of unique 

end users 
Number >10 

2 

Number of DDS episodes that will be 

successfully predicted and estimation of 

the expected energy production reduction 

No. of predicted 

DDS 

No. of 

predicted DDS 
>2 

3 

Benban Solar Park stakeholder satisfaction 

with the solar energy planning system 

performance and user experience 

Percentage of 

satisfaction from 

questionnaires 

Percentage >80% 

4 
System's flexibility and scalability to include 

the whole Egyptian domain. 

A total coverage 

percentage of Egypt 
Percentage >90% 

5 

The planned pilot deployment will be 

completed within the scheduled timeframe 

(presented in the Gantt Chart). 

Percentage 

according to the 

Gantt Chart 

Percentage >80% 

6 
Improve the model accuracy of predicting 

solar irradiation and energy 

Percentage 

difference from the 

sensors 

Percentage >90% 

7 
Solar energy monitoring stations across the 

Benban Solar Park and in Egypt 

Number of 

operational stations 
Number >30 

4.7. Sustainable Integration and Continuity Plan 

Pilot 1 will ensure the equipment remains in place and functions as intended post-project. There is 

an active discussion among CiROCCO project partners on the best way to protect the IPR holders and 

ensure a smooth import-export procedure and post-project exploitation of the sensing nodes and data 

obtained. It will be an excellent asset for continuing data collection for potential future projects. 

Keeping the equipment will maintain a healthy relationship with the current stakeholders and ensure 

partnerships with CiROCCO colleagues and team with CEDARE for future opportunities. The Regional 

Director of Finance, Administration and Human Resources of CEDARE has already participated in the 

CiROCCO stakeholder workshop in Cairo, and the end-user requirements from the Benban Solar Park 

have already been taken into consideration and partially met by the CiROCCO technical team during 

the development of the low-cost sensing nodes. After defining the post-project costs and maintenance 

related to the equipment and data handling, an appropriate business-technical agreement will be 

considered between CEDARE, the managing authority of Benban Solar Park and the CiROCCO 

coordination team.  
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5. Pilot 2: Desert Dust Storm Events Monitoring – Cyprus 

5.1. Overview, Objectives & Expected Outcome 

5.1.1. Overview & set-up 

The CiROCCO Project's Pilot 2, led by the Laboratory - Isle of Excellence of Environmental Fluid 

Mechanics at the UCY, focuses on monitoring and analysing DDS events in Cyprus. The Cyprus region 

frequently experiences DDS events, which bring high levels of fine and coarse particles, contributing 

to significant air quality exceedances (10% - 40%). Research both locally and internationally has 

highlighted the adverse health effects of these events. However, a survey across Eastern 

Mediterranean countries, including Cyprus, revealed gaps in implementing predetermined action 

plans for public protection during DDS events. Given the limitations in implementing broad DDS 

measures, small-scale and individual adaptation measures are more feasible. Establishing an EWS for 

DDS emerges as a primary strategy for protecting citizens in these regions. 

5.1.2. Services 

This pilot study aims to deploy a network of low-cost, high-quality monitoring stations across the 

DIMOS, covering a strategic area of 46 km² southeast of Nicosia. This pilot aims to enhance an existing 

EWS for DDS events and to fine-tune forecasting models, ultimately facilitating the issuance of timely 

warnings. The collected data will be stored and analysed on secure servers, offering stakeholders 

access to real-time information or enabling further scientific investigation into sensor performance, 

models, or atmospheric physics. These services aim to support local authorities and the public in 

responding effectively to DDS events through improved prediction and alert systems. 

Ultimately, the collected data will explore the interaction between a densely populated area, such 

as DIMOS, and the added impact of DDS events. It considers anthropogenic activities in the area and 

seeks to understand the combined effects of human factors and DDS on air quality and public health. 

These stations are designed to gather critical meteorological and air quality data. The pilot capitalises 

on existing infrastructure from the MOL and the UCY, both of which maintain Air Quality Monitoring 

Stations (AQMS) within 20 km of the pilot site. As shown in Figure 6, the monitoring nodes are 

positioned strategically around the region to enable complete information acquisition. The initial node 

installation locations are designed to include a wide range of variables. For more details on the study 

area, see D2.2 [1]. 

5.1.3. Key Roles & Interactions 

The UCY coordinates the pilot, leading the data collection and system implementation. DIMOS 

provides crucial logistical support and local knowledge, facilitating the tailored deployment of 

technology and insights into community-specific needs. MOL contributes additional air quality data 

and infrastructural support. Collaboratively, these stakeholders interact to ensure the pilot is executed 

efficiently and effectively, addressing the challenges DDS poses in Cyprus. 

Fundamental interactions include training sessions for local personnel on system operation and 

maintenance and regular feedback loops between technology providers and end-users to ensure the 

systems meet local requirements and are user-friendly. 
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5.2. Mapping with System Functionalities 

Mapping with system functionalities in the CiROCCO Project's Pilot 2 ensures the alignment of 

technical capabilities with operational objectives. The deployment of low-cost and high-quality sensing 

nodes is pivotal for monitoring air quality and meteorological parameters, enhancing the existing EWS 

for DDS events. 

Advanced connectivity options, such as LTE and Wi-Fi, ensure real-time data transmission, crucial 

for immediately processing and disseminating DDS warnings. This capability aligns with the project's 

goal to deliver timely and accurate forecasts to stakeholders and the public. Additionally, the pilot 

leverages existing infrastructure, such as AQMS and servers from the MOL and the UCY, to enhance 

the EWS. 

Moreover, the pilot will include user-friendly interfaces (internet websites and mobile applications) 

designed to ensure that early warnings are accessible to all. This functionality directly correlates with 

enhancing public understanding and responsiveness to DDS events, thus supporting community 

preparedness and safety. 

Table 5. A summary table of system functionalities in Pilot 2. 

System 
Functionalities 

Description Objective Support 

LCSNs A network of economically viable 
sensors is installed to monitor air 
quality. 

Enhance the existing EWS for DDS events 
by providing data for forecasting, data 
assimilation, and in-situ data for 
triggering alerts. 

HQSNs Advanced sensors are designed to 
capture precise data on PM and 
meteorological conditions.  

It ensures high-quality data collection for 
robust analysis and performance 
assessment of LCSNs. 

Real-time Data 
Transmission 

LTE and Wi-Fi connectivity options 
ensure immediate and reliable data 
transmission. 

Real-time processing and dissemination 
of DDS warnings, aligning with the need 
for timely alerts. 

User-friendly 
Interfaces 

Development of internet websites 

and mobile applications to provide 

accessible early warnings and 

updates. 

Enhance public understanding and 
responsiveness to DDS events, 
supporting community preparedness 
and safety. 

Data Integration 
and Analysis 

We leverage data from existing Air 
Quality Monitoring Stations and 
secure servers for comprehensive 
analysis. 

Optimise accuracy and ensure data 
integrity. 

5.3. Test Scenarios 

Below is a summary table of the critical test scenarios for Pilot 2, designed to validate the 

functionality and efficacy of the deployed sensing nodes. Each scenario focuses on a specific aspect of 

the system's operation, ensuring that the system meets all requirements and effectively supports the 

project's objectives. 
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Table 6. A summary table of the main Pilot 2 test scenarios. 

Test Name Description 
Performance Monitoring Tests the continuous operation of nodes under various conditions to identify 

data discrepancies or failures, ensuring reliability and system integrity. 

Data Accuracy Compares sensor data with AQMS and MOL reference data, synchronising 
collection times to verify accuracy under identical environmental conditions. 

Node Positioning 
Evaluation 

Evaluate node placement for optimal connectivity and data accuracy, 
adjusting positions where connectivity issues or data gaps are identified. 

Power Efficiency Test Tests the power consumption and efficiency of the sensing nodes under 
average and peak loads to ensure they are energy efficient and sustainable. 

Interference Testing Tests for potential electromagnetic or signal interference from nearby 
devices or structures that could affect sensor accuracy. 

System Recovery Test Evaluates the system’s ability to recover from hardware or software failures, 
ensuring minimal downtime and data loss. 

Data Integrity Check Verifies the integrity and completeness of data being transmitted and stored, 
ensuring no corruption or loss occurs during transfer or storage. 

5.3.1. Data Definition 

For Pilot 2, data collection is rigorously defined to ensure the accuracy and reliability of 

environmental monitoring. Particulate matter (PM2.5 and PM10) is measured every minute, and an 

average concentration value is calculated and reported every 10 minutes based on ten instantaneous 

measurements. Similarly, wind speed and direction are recorded at one-minute intervals, with 

averages provided every 10 minutes to monitor quick variations due to changing atmospheric 

conditions. Measurements are taken every minute for other meteorological parameters such as air 

temperature, atmospheric pressure, air humidity, and solar radiation, but averages are reported 

hourly. Each hourly average is computed from 60 measurements, ensuring the data represents a stable 

and accurate reflection of environmental conditions. The above values will be applied to both LCSNs 

and HQSNs to prevent uncertainties and errors during the measurements and forecasting evaluation. 

Table 7. Data definition for Pilot 2. 

Parameter Measurement 
frequency 

Data 
recording 
frequency 

Reporting 
frequency 

Units, 
Precision 

Solar radiation 1 minute 10 minutes 10 minutes W/m2, 0.1 

Aerosol Optical 
Depth 

manually 1 hour 3-hour average 
of 3 values 

N/A, 0.1 

Wind Speed 1 minute 1 hour 10 minutes m/s, 0.1 

Wind Direction 1 minute 1 hour 10 minutes Degrees from 
North 

Sand/Soil 
Temperature 

N/A N/A N/A °C, 0.1 

Air Humidity 1 minute 1 hour hourly average 
of 60 values 

Percentage % 

Atmospheric 
Pressure 

10 minutes 3 hours hourly average 
of 60 values 

Millibar, 0.1 

Air temperature 1 minute 1 hour hourly average 
of 60 values 

°C, 0.1 
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Soil Moisture N/A N/A N/A Volumetric Water 
Content (m³/m³) % 

0.1 
Ozone 1 minute 10 minutes 10 minutes ppm, 0.1 

Particulate matter 
(PM2.5) 

1 minute 10 minutes 10 minutes µg/m3 

Particulate matter 
(PM10) 

1 minute 10 minutes 10 minutes µg/m3 

Operational adjustments, such as recalibrating or repositioning sensing nodes, are implemented 

according to specific criteria, including data accuracy, connectivity issues, and stakeholder feedback. 

This ensures that the network remains responsive to real-world conditions and requirements.  

Regarding time conventions, it's essential to note that date/time labels on data should indicate the 

start time of the data averaging period. For example, for 1-hour data, 1:00 am represents the data 

collected from 1:00 to 1:59.



 
 

 

 

 

5.4. Challenges, Risk & Assumptions 

The implementation process is expected to encounter numerous inherent challenges, risks, and assumptions () that must be carefully managed to ensure the 

pilot's success. 

Table 8. Challenges, Assumptions, Risks & Mitigation Actions for Pilot 2. 

Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
Technical Complexity: Implementing 

a comprehensive monitoring system 

with multiple sensing nodes and 

integrating them into existing 

infrastructure may present technical 

challenges, such as compatibility 

issues and data synchronisation 

problems. 

Adequate Resources: It is assumed that 

sufficient resources, including funding, 

expertise, and personnel, will be 

available to support the successful 

implementation and operation of the 

monitoring system 

Technical Failures: Unexpected 

technical failures or malfunctions 

in the sensing nodes, 

communication systems, or data 

processing infrastructure could 

disrupt data collection and 

compromise the monitoring 

system's reliability. 

Implement redundancy measures, 

regular maintenance, and robust 

monitoring protocols to detect and 

address any issues promptly. 

Environmental Conditions: Adverse 

weather conditions, such as high 

winds, extreme temperatures, and 

heavy rainfall, could hinder the 

installation and operation of sensing 

nodes, affecting data collection and 

system reliability. 

Stakeholder Engagement: The active 

participation and collaboration of 

project partners, stakeholders, and 

end-users are assumed to be 

forthcoming, facilitating the smooth 

execution of the pilot project. 

Budget Overruns: Unforeseen 

costs related to equipment 

procurement, installation, and 

maintenance may lead to budget 

overruns, affecting the project's 

overall feasibility and 

sustainability. 

Procurement will be performed in 

batch orders to secure better pricing 

and eliminate unnecessary fees. 

Additionally, contingency funds will 

be considered, enabling the transfer 

of available budget from other items 

to cover unexpected costs.  

Stakeholder Coordination: Ensuring 

effective communication and 

collaboration among project 

partners, stakeholders, and end-

users throughout the 

Data Accuracy: The accuracy and 

reliability of the data collected by the 

sensing nodes are assumed to meet 

the required standards for scientific 

analysis and decision-making. 

Regulatory Compliance: Non-

compliance with regulatory 

requirements related to data 

privacy, environmental 

regulations, or health and safety 

The project will strictly adhere to all 

relevant regulations for each pilot to 

ensure regulatory compliance. Data 

processed will be encrypted and 

anonymised to protect individual 
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Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
implementation phase may pose 

challenges due to differing priorities, 

interests, and levels of expertise. 

 
standards could result in legal 

penalties or project delays. 

privacy. The system is designed to be 

self-powered and will not carry any 

items that could cause 

environmental harm, thus ensuring 

compliance with environmental 

regulations. Additionally, all health 

and safety standards will be 

meticulously followed to avoid legal 

penalties or project delays. 

Data Management: Managing and 

processing large volumes of data 

generated by the sensing nodes in 

real time requires robust data 

management protocols and 

infrastructure to ensure data 

integrity, security, and accessibility. 

Technology Readiness: The technology 

components and systems selected for 

the pilot project are assumed to be 

sufficiently mature and reliable for 

deployment in real-world conditions. 

 

Limited Scalability: The scalability 

of the monitoring system may be 

constrained by factors such as 

resource limitations, 

technological constraints, or 

logistical challenges, limiting its 

applicability beyond the pilot 

phase. 

The sensing nodes' modular design 

facilitates scalability and 

expandability, allowing for the 

flexibility to incorporate additional 

sensors and modules as needed. This 

design ensures the system can grow 

and adapt to changing requirements 

without significant redesign or 

disruption. 

End-User engagement: End-user and 

stakeholder engagement in EWS 

development and use can be met 

with indifference, requiring effective 

Positive Impact: The monitoring 

system's implementation is assumed 

to contribute to an improved 

understanding of air quality dynamics, 

enhanced public health outcomes, and 

Public Perception: Negative public 

perception or misconceptions 

about the project objectives, data 

collection practices, or potential 

impacts on privacy and security 

Engage the community with clear 

communication, informational 

sessions, and active involvement to 

build trust, address concerns, and 

ensure transparency. 
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Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
communication and training to 

promote acceptance and adoption. 

informed decision-making by relevant 

stakeholders. 

could undermine community 

support and participation. 



 
 

 

 

 

5.5. Implementation Plan & Specifications 

Implementing the CiROCCO Project's Pilot 2 relies on a phased deployment strategy, ensuring that 

each component functions optimally and contributes to environmental monitoring and data collection 

objectives. Pilot 2 locations are in urban areas with good coverage of LTE and Wi-Fi networks. 

Therefore, no exceptional communication architecture is required for this pilot, and LTE or Wi-Fi 

(depending on access availability) will be chosen to connect the sensor nodes to the Internet. 

 
Figure 6: The broader area of the monitoring network in the Municipality of Idalion, in which the five low-cost 

sensing nodes and the high-quality system are depicted. 

Table 9 Location of LCSNs for Pilot 2 

No. Location Coordinates Elevation Distance from 
the nearest 
point 

1 Municipal Cultural Center of Idalion 
35.02606548340697, 
33.42228360678547 

239.8m - 

2 Forum Private School 
35.03259573421354, 
33.38531967798883 

292.0m 3.4km 

3 M. L. Resident 
35.06445322350069, 
33.372853164468104 

292.0m 3.6km 

4 3rd Primary School of Idalion 
35.069459018617465, 
33.38720496969441 

264.5m 1.5km 

5 Offices/ Warehouses of CYTA 
35.05722852197868, 
33.396235371286025 

248.5m 1.6km 

6 
Community Council building of Potamia 
Village 

35.04314122200022, 
33.44550621757759 

220.0m 4.1km 
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During Phase 2 of the implementation plan, UCY leads the preparation and execution of the 

deployment of sensing nodes. This phase involves developing a detailed deployment schedule, 

coordinating with stakeholders, and procuring all necessary equipment. Afterwards, selected 

installation sites are assessed for suitability, and low-cost sensing nodes are installed according to the 

schedule. It's worth noting that according to the Grant Agreement plan, there may be delays in the 

delivery of sensing nodes for installation. In such case, Phase 2-A preparation will proceed as usual, 

with adjustments made to the timeline for monitoring the performance of the deployed sensing nodes 

and data transmission systems (Phase 2-Ai) and Phase 3 activities accordingly. Monitoring and 

evaluating the deployed nodes' performance and data transmission systems and collecting stakeholder 

feedback are conducted. Adjustments to node positioning are made based on preliminary data 

analysis. 

In Phase 3, the effectiveness of Phase 2 deployment is evaluated, and additional locations for node 

installation are identified to enhance coverage or address data collection gaps. This phase involves 

further installation of low-cost sensing nodes and continuous monitoring and optimisation of system 

performance. 

Following is the Gantt chart of the deployment procedure with all the steps to install the nodes in 

the pilot per phase: 

Table 10. Pilot 2 implementation plan. 

 

5.6. Key Performance Indicators 

Table 11 outlines the KPIs for successfully implementing the sensing nodes in the CiROCCO Project's 

Pilot 2. Each KPI is strategically defined to address specific operational and technical requirements. 

Table 11. Pilot 2 Target KPIs for operational and technical requirements. 

KPI 
Number 

KPI Description 
Method of 

measurement 
Metric Target 

1 End Users engaging with the EWS 
Number of unique End 

Users 
Number >300 

2 DDS events successfully predicted 
Model evaluation using 

Performance Indices 
Percentage >75% 
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3 
Sensing Nodes tested for 
connectivity and performance 

Number of sensing 
nodes well-performing 

Number 5 

4 
The planned deployment is to be 
completed within the scheduled 
timeframe. 

According to timetables Percentage >90% 

5 
Stakeholder satisfaction with 
system performance and User 
Experience 

Percentage of 
satisfaction from 
questionnaires 

Percentage >80% 

6 System’s Energy autonomy 
Duration of system 

autonomous operation 
Days 3 

7 
System's flexibility and scalability 
to include additional regions or 
areas of interest. 

Total coverage of new 
areas. 

Area >60 km² 

8 System cost System total cost Euro <1000€ 

9 
Number of meteorological models 
incorporating the data generated 
by the CiROCCO desert station 

Developed models made 
available 

Number 17 

5.7. Sustainable Integration and Continuity Plan 

Following the conclusion of the CiROCCO project, the pilot aims to maintain its collaboration with 

the CiROCCO system to ensure the sustainability and continuous operation of the monitoring 

infrastructure. This decision is based on confidence in the system's effectiveness and reliability in 

providing valuable data for monitoring atmospheric and air quality parameters and its role in 

supporting EWS for DDS, which are essential services in the area. 

The pilot plan emphasises social innovation, capacity building, and citizen engagement. To achieve 

this, several strategies will be implemented: 

i. Regular community workshops and town hall meetings will be organised to educate citizens 

about the project's objectives, the significance of monitoring atmospheric parameters, and 

the role of EWS in mitigating the impact of DDS. 

ii. Capacity-building programs will empower citizens with the skills and knowledge to 

contribute effectively to the project, including training sessions on crowdsourcing data 

collection and interpretation. 

iii. Citizen science initiatives will be encouraged, allowing individuals to contribute data from 

their own monitoring devices or participate in data validation exercises to enhance the 

reliability and accuracy of collected data. 

iv. Digital platforms and social media channels will be leveraged to facilitate ongoing 

communication and engagement with citizens, provide real-time updates on air quality 

conditions, disseminate educational materials, and encourage feedback and collaboration. 
To ensure the continuity of the pilot's engagement with the CiROCCO system, several steps will be 

taken: 

i. The pilot aims to solidify its partnership with CiROCCO by integrating monitoring 

infrastructure into routine operations, possibly through formal agreements with 

stakeholders like government agencies, research institutions, or environmental monitoring 

organisations. 
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ii. Training programs will be designed to build the capacity of DIMOS staff members involved 

in operating and maintaining the CiROCCO system. This will include training on data 

collection, analysis, interpretation, troubleshooting, and maintenance of sensing nodes. 

iii. The UCY group will explore various funding sources to support the ongoing operation and 

maintenance of the CiROCCO system beyond the project duration. 

iv. Continuous engagement with local communities and stakeholders will be prioritised to 

ensure their continued support and involvement in the monitoring activities facilitated by 

the CiROCCO system. This may involve organising outreach events, workshops, or public 

awareness campaigns to raise awareness about the importance of air quality monitoring 

and the role of the CiROCCO system. 

By taking these steps, the pilot aims to ensure the long-term sustainability and effectiveness of the 

CiROCCO system in monitoring atmospheric and air quality parameters and supporting EWS for DDS. 

This commitment aligns with the European Commission's emphasis on ensuring the sustainability of 

projects beyond their initial funding period, thereby maximising the impact and value of EU-funded 

initiatives.  
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6. Pilot 3: Sustainable Environmental Restoration Support 

– Serbia 

6.1. Overview, Objectives & Expected Outcome 

6.1.1. Overview & set-up 

The leader of Pilot 3 in Serbia is the Public Enterprise “Vojvodinašume“ (VSUME). This study focuses 

on environmental monitoring and supporting sustainable management in the Deliblato Sands Special 

Nature Reserve (SNR). Deliblato sands is one of Europe’s largest sand terrains and an important 

protected natural area; VSUME manages that. The area is characterised by its unique 

geomorphological and environmental conditions. Due to the frequent water deficit in the sandy, 

porous soil, very high summer temperatures, strong winds, highly flammable coniferous vegetation, 

and growing anthropogenic pressure, this region is susceptible to land degradation and wildfires. 

These damaging processes are further intensified by the climate change-induced increase in the 

frequency of extreme weather events. Despite its ecological significance, the area lacks consistent 

environmental data monitoring, crucial for effective management and risk mitigation. 

6.1.2. Services 

The objective of Pilot 3 is to develop and implement a state-of-the-art Environmental Monitoring 

System (EMS) across the Deliblato Sands. This pilot aims to provide capabilities for ecological 

monitoring and sustainable land management, focusing on integrating and analysing in-situ 

environmental data and Copernicus Earth observation products to understand better and mitigate the 

risks of land degradation and biodiversity loss. 

The deployed network of environmental sensors will measure various critical parameters, including 

air quality indices (PM2.5, PM10), soil moisture levels, and ambient temperature. These sensors are 

distributed to ensure representative coverage and gather data to inform immediate, short-term, and 

long-term environmental management strategies. The collected data will provide stakeholders with 

access to near real-time ecological information. This setup allows for ongoing scientific research into 

sensor performance, data accuracy, and environmental impact assessments. 

This service supports local authorities, conservation groups, and the scientific community by 

providing enhanced tools for ecological decision-making and strategic planning. It also enables 

proactive responses to environmental changes and supports initiatives to preserve the Deliblato Sands' 

unique habitat. Furthermore, by leveraging existing infrastructure and technical expertise, the pilot 

ensures efficient data integration with national and European environmental data networks, 

enhancing the overall impact and utility of the collected information. 

In addition, this pilot considers the interaction between natural ecological processes and human 

activities within the region, aiming to develop a comprehensive understanding of how these dynamics 

affect the local environment. This understanding is crucial for implementing effective conservation 

measures and promoting sustainable land use practices within the Deliblato Sands. 

6.1.3. Key Roles & Interactions 

VSUME, as the local authority managing the Deliblato Sands unique nature reserve, is responsible 

for coordinating the pilot operations, obtaining the necessary equipment, and supervising the 
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installation and continuous monitoring of the sensors in the designated area. INO manages the 

acquisition, processing, and analysis of data collected from the environmental sensors, which monitor 

meteorological conditions and air quality. This data is used to assess short-term droughts and wildfire 

risks and to alert the public about health risks from air pollution. INO also uses this data to conduct 

ecological modelling and land degradation and evaluate environmental risk factors. EBOS, ICCS & 

INTRA provide technical support and domain expertise throughout the pilot implementation. 

6.2. Mapping with System Functionalities 

The alignment of system functionalities with the corresponding specific environmental monitoring 

and management goals of the Deliblato Sands region is essential for achieving the planned project 

objectives. Implementing the CIROCCO monitoring network of low-cost and high-end nodes provides 

the basis for acquiring, processing and analysing environmental data. It constitutes the foundation of 

an ecological management decision support system. The data acquisition and web-based access 

system provides data for the system users (stakeholders and researchers). It will produce daily drought 

and wildfire risk assessments, long-term land degradation and vulnerability, and ecological balance 

studies. The in-situ measurements will be used for EO product calibration and data fusion. The 

locations of the sensing nodes were determined based on the need for representativeness of the 

measured data and optimal spatial coverage of the entire area while maintaining the intra-network 

node connectivity through LoRaWAN and connection to external gateways with further LTE and Wi-Fi 

access. 

Table 12. A summary table of system functionalities in Pilot 3. 

System 
Functionalities 

Description Objective Support 

LCSNs and HQSNs 
recording meteorological 
parameters, air quality 
indices and soil humidity 

Robust and cost-effective 
monitoring network 

Establishing an advanced monitoring 
network for in-situ data acquisition 
for ecological management model, 
drought, fire risk assessment and air 
quality monitoring, study of land 
degradation processes, impact of air 
pollution and monitoring the 
environmental balance and stability 
in a hard-to-reach, under-sampled 
area. Calibration of EO products and 
data fusion 

External connectivity of the 
sensing nodes and accurate 
time Data Transmission 

Communication with the Cloud 
Server via external connectivity 
(LoRa Wide Area Network 
(LoRaWAN)) 

Accessing data in real-time for 
drought and wildfire risk assessment 
and air quality warning 

Configurable Dashboard 
System for providing 
monitoring data 

Web-based data access system 
for data sharing and analysis 
accessed by registered users at 
various access levels 

Providing data for the involved 
stakeholders and the research 
community 

6.3. Test Scenarios 

The following summary of test scenarios is given for Pilot 3 to validate sensing node functions. 
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Table 13. A summary table of the main Pilot 3 test scenarios. 

Test Name Description 

Performance Monitoring 
Tests the continuous operation of nodes under various conditions to identify 
data discrepancies or failures, ensuring reliability and system integrity. 

Data Accuracy 
Compares sensor data with AQMS and MOL reference data, synchronising 
collection times to verify accuracy under identical environmental conditions. 

Node Positioning 
Evaluation 

Evaluate node placement for optimal connectivity and data accuracy, 
adjusting positions where connectivity issues or data gaps are identified. 

Power Efficiency Test 
Tests the power consumption and efficiency of the sensing nodes under 
average and peak loads to ensure they are energy efficient and sustainable. 

Interference Testing 
Tests for potential electromagnetic or signal interference from nearby 
devices or structures that could affect sensor accuracy. 

System Recovery Test 
Evaluates the system’s ability to recover from hardware or software failures, 
ensuring minimal downtime and data loss. 

Data Integrity Check 
Verifies the integrity and completeness of data being transmitted and 
stored, ensuring no corruption or loss occurs during transfer or storage. 

6.3.1. Data Definition 

The table below contains the data measurement and reporting frequency for Pilot 3, defined 

according to the environmental monitoring and modelling objectives, and the EO products calibration 

and validation procedure. A high temporal resolution is necessary for the EO product validation and 

calibration. The values are recorded in the database in higher temporal resolution for post-processing 

validation and calibration analysis. For operative and near-real-time visualisation purposes, hourly 

average values are reported. The time format for measurement is Coordinated Universal Time (UTC) 

(hour, minute), denoting the beginning of the measurement. By averaging multiple measurements, 

the impact of erroneous readings is reduced. Automated procedures safeguard the data and measure 

system integrity by excluding readings outside the defined expected value ranges and alerting system 

administrators of faulty readings. The measurement frequencies are determined based on the 

dynamics of the observed meteorological processes, the specific requirements of Pilot 3, and the 

device power usage and transfer and storage data volume. 

Table 14. Data definition for Pilot 3. 

Parameter 
Measurement 

frequency 

Data recording 
frequency 

Reporting 
frequency 

Units, Precision 

Air 
Temperature 

1 minute 
every 10 minutes, an 

average of 10 
measurements 

Hourly average of 6 
values 

°C, 0.1 

Atmospheric 
Pressure 

10 minutes 10 minutes 
Hourly average of 6 

values 
Milibar, 0.1 

Air Humidity 10 minutes 10 minutes 
Hourly average of 6 

values 
% 

Soil Moisture 10 minutes 10 minutes 
Hourly average of 6 

values 
Volumetric Water 

Content (m³/m³) % 0.1 
Sand/Soil 

Temperature 
10 minutes 10 minutes 

Hourly average of 6 
values 

°C, 0.1 

Wind Direction 1 minute 
every 10 minutes, an 

average of 10 
measurements 

Hourly average of 6 
values 

Degrees (°) from North 
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Wind Speed 1 minute 
every 10 minutes, an 

average of 10 
measurements 

Hourly average of 6 
values 

m/s, 0.1 

Solar Radiation 1 minute 1 minute 
Hourly average of 60 

values 
W/m², 0.1 

Ozone 30 minutes 30 minutes 
Hourly average of 2 

values 
Ppm, 0.1 

Particulate 
Matter (PM2.5) 

10 minutes 10 minutes 
Hourly average of 6 

values 
µg/m³ 

Particulate 
Matter (PM10) 

10 minutes 10 minutes 
Hourly average of 6 

values 
µg/m³ 



 
 

 

 

 

6.4. Challenges, Risk & Assumptions 
Table 15. Challenges, Assumptions, Risks & Mitigation Actions for Pilot 3. 

Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
Environmental conditions: The area of 

Deliblato sands is remote, hilly, and 

partially covered with dense vegetation. 

Extreme weather conditions (strong 

winds, heat waves, hailstorms) could 

interfere with system deployment and 

data acquisition. Wildlife also represents a 

hazard for the equipment. The installation 

phase needs to be adjusted to other 

activities in Deliblato sands (e.g., 

especially the hunting season in the 

reserve). 

Adequate Resources: Sufficient 

resources, including funding, expertise, 

and personnel, are assumed to support 

the monitoring system's successful 

implementation and operation. 

Technical failures: Breakdowns in 

sensor nodes, communication 

networks, or data processing 

systems could interrupt data 

collection and threaten the 

system's integrity. 

Implement redundancy measures, 

regular maintenance, and robust 

monitoring protocols to detect and 

address any issues promptly. 

Technical issues: The area lacks LTE 

coverage or any other available 

infrastructure. Establishing visibility 

between nodes necessary for LoRaWAN 

connectivity will be challenging due to 

some places' hilly terrain covered with 

dense vegetation. 

Stakeholder Engagement: The active 

participation and collaboration of 

project partners, stakeholders, and 

end-users are assumed to be 

forthcoming, facilitating the smooth 

execution of the pilot project. 

Limited Scalability: The scalability 

of the monitoring system may be 

constrained by factors such as 

resource limitations, 

technological constraints, or 

logistical challenges, limiting its 

applicability beyond the pilot 

phase. 

The sensing nodes' modular design 

facilitates scalability and 

expandability, allowing for the 

flexibility to incorporate additional 

sensors and modules as needed. This 

design ensures the system can grow 

and adapt to changing requirements 

without significant redesign or 

disruption. 
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Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 

Stakeholder coordination: Achieving 

seamless communication and 

collaboration during the implementation 

phase may be complicated by the diverse 

priorities, interests, and expertise of 

project partners, stakeholders, and end-

users. 

Data Accuracy: The accuracy and 

reliability of the data collected by the 

sensing nodes are assumed to meet 

the required standards for scientific 

analysis and decision-making. 

Vandalism: Since Deliblato sands 

are a large area of 35.000 ha, 

despite the control by the 

protected areas rangers/wardens, 

there is a real chance that some 

damage to the equipment can be 

done. 

Each sensing node could be installed 

in remote and challenging-to-reach 

locations. 

 
Technology Readiness: The technology 

components and supporting systems 

selected for the pilot project are 

assumed to be sufficiently mature and 

reliable for deployment in real-world 

conditions. 

 
 



 
 

 

 

 

6.5. Implementation Plan & Specifications 

Implementing the CiROCCO Project Pilot 3 will be realised in phases, allowing better optimisation 

of system components and overall functionality. 

The LTE network is not available for all selected locations. Therefore, we use LoRa technology to 

transfer some LCSNs' data to the nodes connected to the Internet via LTE. The following table shows 

the RF parameters that estimate the LoRa communication range. For range estimations, we use the 

tool the LoRa module manufacturer provided. 

Table 16 RF parameters used to estimate LoRa communication range 

Parameter Value Unit 
Frequency 868 MHz 

Data rate 2.5 kbps 

Antenna gain (Tx & Rx) -5 dBi 

Tx power 14 dBm 

Rx sensitivity -120 dBm 

Link margin 6 dB 

This pilot limits the pole height to 2 m to simplify the installation of the low-cost nodes. Using the 

online range estimator tool, the communication distance for the two nodes installed 2 m above the 

ground is only about 1.8 km. This coverage distance is too short to cover the area with a reasonable 

distribution of the sensors. 

The ground reflections limit the communication distance for the sensors on top of the 2 m pole on 

both ends. However, we can improve the coverage range if one of the nodes is installed on a higher 

elevation. The pilot area has a few observation towers ranging from 16 m to 20 m. If we assume one 

of the devices is installed at 15 m height (about the height of observation decks), the communication 

distance to a device on top of a 2 m pole increases to 4.9 km. However, this improvement is insufficient 

to cover the pilot area with sensors in the desired location. 

Both LoRa devices could be installed at higher locations to reduce the impact of ground reflections 

further. The devices on top of observation towers can be used as gateways. The gateways collect the 

data from the sensors on 2 m poles and relay it to another gateway at 15 m height. The gateway-to-

gateway communication range increases to 13.4 km. Considering the distribution of the observation 

towers in the area, we can place the sensors in the pilot's desired locations using gateways. The 

gateways also act as usual sensing nodes except for needing a longer cable to measure soil humidity 

(about 16 m – 17 m). Therefore, the gateways collect and relay the data of the nodes in their 

communication range and their data. 

The natural elevation of the land could also improve the communication distance as observation 

towers are installed in higher-elevation locations in the region. For example, if we assume the node on 

the tower has 50 m more elevation than the node on the pole, the communication range increases to 

8.9 km. 

The following map shows the coverage range of the sensor nodes, considering the height at which 

they are installed. The green arrows represent the coverage range of gateway-to-gateway (15 m to 15 

m height), and the blue arrows show the coverage range of gateway to sensor node (15 m to 2 m 

height). 
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Figure 7 Pilot 3 sensors location  

Gateway 1 has LTE access, so all the other gateways rely on the data to Gateway 1. To bring LCSN1 

to the coverage range of Gateway 2, we also installed the LCSN1 on top of an observation tower even 

though this node is not acting as a gateway. We propose the following sequence for deploying the 

nodes. This will help us to understand the limits of the operation of the LoRa technology with the 

deployment of a few nodes and adapt the location of the LCs accordingly. 

Table 17 Sequence for deploying the nodes 

Sequence Name Point to be verified 
1 Gateway 1 LTE connection of this node 

2 LCSN4 Communication range of gateway to LCSN 

3 Gateway 2 Gateway to gateway communication distance 

4 LCSN2 & LCSN3 These are nodes with the longest distance to the gateway 

5 LCSN1 This node will be implemented on a tower even if it is not a gateway. 

6 Gateway 3  

7 LCSN5  

8 LCSN6 (Gateway 4)  

9 LCSN7  

In Phase 2, VSUME will coordinate the preparation and deployment of sensing nodes. During this 

phase, the public tender procurement for installation services will be conducted (45 days). The plan 

will be adjusted depending on the delivery of the equipment. Before the installation, the selected sites 

will be evaluated and prepared for equipment installation and modified, if necessary, based on the 

results of the testing measurements. The installation phase would last a maximum of 3 months. 

The Gantt chart below shows the implementation steps in Pilot 3. 
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Table 18 Pilot 3 implementation plan 

 

 

Figure 8. Special nature reserve Deliblato sand, with the location of sensing nodes (7 low-cost nodes, three 

gateways, two high-end nodes) 

Table 19. Sensing node locations and LTE network coverage for Pilot 3. 

 No. Location Coordinates (lat,lon) Elevation(m) LTE 

1 HQSN1 44.8558, 21.0950 148.3 YES 

2 HQSN2 44.8134, 21.2776 77.0 YES 

3 GATEWAY1 44.8566, 21.0930 151.8 YES 

4 GATEWAY2 44.9491, 21.0678 160.6 NO 

5 GATEWAY3 44.9114, 21.2040 187.4 NO 
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6 LCSN1 20.9701, 44.9926 183.5 NO 

7 LCSN2 44.9440, 20.9926 167.3 NO 

8 LCSN3 44.9913, 21.0192 155.2 NO 

9 LCSN4 44.8872, 21.0492 156.9 NO 

10 LCSN5 44.8984, 21.1409 170.3 NO 

11 LCSN6 44.8142, 21.1851 97.7 NO 

12 LCSN7 44.8538, 21.2128 101.52 NO 

6.6. Key Performance Indicators 
Table 20. Pilot 3 Target KPIs for operational and technical requirements. 

KPI 
Number 

KPI Description 
Method of 

measurement 
Metric Target 

1 Number of monitoring stations 
successfully deployed 

Number of Sensing 
Nodes 

Number 12 

2 Wildfire risk maps produced Number of Maps Number 30 

3 Ecological model maps produced Number of Maps Number 30 

4 Number of unique system users Number of users Number 5 

5 
System’s Energy autonomy 

Duration of autonomous 
operation 

Days 10 

6 System cost System total cost Euro <1000€ 

6.7. Sustainable Integration and Continuity Plan 

The pilot will ensure the equipment remains in place and functions as intended post-project. There 

is an active discussion among CiROCCO project partners on the best way to protect the IPR holders and 

ensure a smooth import-export procedure and post-project exploitation of the sensing nodes and data 

obtained. VSUME and ICCS will be in close liaison with the Provincial Secretariat for Urbanism of the 

Autonomous Province of Vojvodina as the government body most interested in post-project 

exploitation of CiROCCO results. The Secretariat representatives have already participated in CiROCCO 

stakeholder workshops, and their end-user requirements have already been considered and partially 

met by the CiROCCO technical team during the development of the low-cost sensing nodes. After 

defining the post-project costs and maintenance related to the equipment and data handling, an 

appropriate business-technical agreement will be signed with the help of the UCY as the legal support 

to CiROCCO exploitation under T1.3.  



D4.1 PLANNING AND SETUP HANDBOOK, AND OPERATIONAL MANAGEMENT REPORT – INITIAL 

 

5 

7. Pilot 4: Modelling of Green House Gases and Particles 

Emissions – Spain 

7.1. Overview, Objectives & Expected Outcome 

7.1.1. Overview & set-up 

The vulnerability of Mediterranean drylands, as a hotspot of GHG exchanges and particle emissions, 

is a particular problem for the south of Spain, where Pilot 4 is located. According to the Fifth IPCC 

Assessment Report and related studies, several atmospheric mechanisms affecting the air and water 

quality are not sufficiently understood or measured. Pilot 4, whose leader is CSIC, focuses on modelling 

GHG exchanges and particle emissions, particularly those related to the DDS events, and forecasts how 

these cycles will affect the air and water quality in the future. Densely enough spatial and temporal 

measures are required to cover this aim, including particle transport paths, deposition rate and 

chemistry. 

7.1.2. Services 

To cover the objective of the pilot, a network of low-cost monitoring stations will be deployed over 

two areas of interest in the province of Almeria: 

• Sierra de Gador, a mountain range of about 1600 m Above Sea Level (A.S.L.)., covering more 

than 1000 m of altitude gradient along the AL-3400 road, up to the “Llano de los Juanes” 

experimental site on the top. This location forms the recharge area of the leading groundwater 

body of the region. 

• Cabo de Gata Natural Park, a coastal plain in the southeast region of Almeria. A protected area 

of 495 km2 is where the experimental site of “Blasa Blanca” is located. The interaction of rural 

and natural environments gains relevance on this site. 

The pilot plan is to support the network measurements with the existing infrastructure of the 

experimental sites in both areas whenever possible. For more details, see D2.2 [1]. The CiROCCO 

technology and collected data, integrated with products under the Copernicus observation program 

and EC-European Space Agency (ESA) initiative, will improve the spatial scale of measuring the target 

atmospheric variables, enhancing the prediction of air quality and exploring its effects on the water 

resources. The study will be based on meteorological and ecological models, integrating all the results, 

detailed field mapping and regional climate models. 

7.1.3. Key Roles & Interactions 

The coordinator of the pilot is the personnel of the hydrogeological department of Estación 

Experimental de Zonas Áridas (EEZA), an institute part of the CSIC, responsible for the data collection 

by the system. Other usual actors and collaborators are the University of Almeria, the University of 

Granada, and the local councils and management bodies of the natural spaces involved. 

The fundamental interactions for the pilot are: 

• Training sessions on operating the system and essential maintenance for the personnel of the 

CSIC. 

• Provision of maintenance for the sensing nodes if any significant malfunction happens 
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• Periodic feedback from the pilot to the technical partners about testing the functionalities of 

the system 

• Interaction and feedback from the end-users 

7.2. Mapping with System Functionalities 

Mapping with system functionalities in Pilot 4 ensures the alignment of technical capabilities with 

operational objectives. The low-cost and high-quality sensing nodes' higher temporal and spatial scale 

data collection will enhance the ability of models to forecast air and water quality from GHG exchanges 

and atmospheric particulate matter. 

The connectivity options used for the pilot will be LTE and LoRa, which will ensure real-time data 

transmission. This will address the project goal of accurate, real-time forecasts for the end-users and 

a higher spatial scale for the data. 

Additionally, a deployed node will communicate via satellite communication for functionality 

testing. The chosen node will be the LCSN1, located next to the “Llano de los Juanes” experimental 

site, as an instance of hard-to-reach locations with limited services. 

Table 21 A summary table of system functionalities in Pilot 4. 

System Functionalities Description Objective Support 

LCSNs 
A network of economically 
viable sensors is installed to 
monitor air quality. 

We provide broader data collection 
and in-situ data for higher accuracy 
air and water quality models. 

HQSNs 
Advanced sensors are designed 
to capture precise data on PM 
and meteorological conditions. 

It ensures high-quality data 
collection for robust analysis and 
performance assessment of LCSNs. 

Real-time Data Transmission 

Utilisation of LTE and 
interconnectivity options to 
ensure immediate and reliable 
data transmission. 

Real-time processing and 
dissemination of DDS warnings, 
aligning with the need for timely 
alerts. 

Data Integration and Analysis 

We leverage data from existing 
Air Quality Monitoring Stations 
and secure servers for 
comprehensive analysis. 

Optimise accuracy and ensure data 
integrity. 

7.3. Test Scenarios 

The table below contains some critical test scenarios for pilot 4, designed to validate the system 

and the sensing nodes' functionality. Each scenario focuses on a specific aspect of the system's 

operation, ensuring that the system meets all requirements and effectively supports the project's 

objectives. 

Table 22 A summary table of test scenarios in Pilot 4. 
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Test Name Description 

Performance 
Monitoring 

Tests the continuous operation of nodes under various conditions to 
identify data discrepancies or failures, ensuring reliability and system 
integrity. 

Data Accuracy 
Compares sensor data with AQMS, CSIC, and other public reference data, as 
well as field measures, synchronising collection times to verify accuracy 
under identical environmental conditions. 

Node Positioning 
Evaluation 

Evaluate node placement for optimal connectivity and data accuracy, 
adjusting positions where connectivity issues, data gaps or local air 
pollution are identified. 

Power Efficiency 
Test 

Tests the power consumption and efficiency of the sensing nodes under 
average and peak loads to ensure they are energy efficient and sustainable. 

Interference 
Testing 

Tests for potential electromagnetic or signal interference from nearby 
devices or structures that could affect sensor accuracy. 

System Recovery 
Test 

Evaluates the system’s ability to recover from hardware or software 
failures, ensuring minimal downtime and data loss. 

Data Integrity 
Check 

Verifies the integrity and completeness of data being transmitted and 
stored, ensuring no corruption or loss occurs during transfer or storage. 

7.3.1. Data Definition 

The table below contains the data measurement and reporting frequency for Pilot 4, which is 

defined according to environmental monitoring and modelling objectives and for the EO product 

calibration and validation procedure. High temporal resolution is necessary for the EO product 

validation and calibration. 

For pilot 4, all the variables are equally divided regarding the temporal frequency of the measures. 

The desired temporal resolution for measures, including soil measures, is at least one per hour. 

Table 23 Data measurement and reporting frequency for Pilot 4. 

Parameter  
Measurement 

frequency  
Reporting frequency  Units, Precision  

Air Temperature  10 minutes  Hourly average of 6 values  °C, 0.1  

Atmospheric 
Pressure  

10 minutes  Hourly average of 6 values  Milibar, 0.1  

Air Humidity  10 minutes  Hourly average of 6 values  % 

Soil Moisture  10 minutes  Hourly average of 6 values  
Volumetric Water Content 

(m³/m³) % 0.1  

Sand/Soil 
Temperature  

10 minutes  Hourly average of 6 values  °C, 0.1  

Wind Direction  10 minutes  Hourly average of 6 values  Degrees (°) from North  

Wind Speed  10 minutes  Hourly average of 6 values  m/s, 0.1  

Solar Radiation  10 minutes  Hourly average of 6 values  W/m², 0.1  

Ozone  10 minutes  Hourly average of 6 values  Ppm, 0.1  

Particulate Matter 
(PM2.5)  

10 minutes  Hourly average of 6 values  µg/m³  

Particulate Matter 
(PM10)  

10 minutes  Hourly average of 6 values  µg/m³  



 
 

 

 

 

7.4. Challenges, Risk & Assumptions 

The implementation process is expected to encounter numerous inherent challenges, risks, and assumptions that must be carefully managed to ensure the 

pilot's success. 

Table 24. Challenges, Assumptions, Risks & Mitigation Actions for Pilot 4. 

Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
Technical challenges: Integrating a complex system 

of multiple monitoring nodes and communicating in 

real-time on hard-to-reach locations represents a 

notable challenge. Although the LTE connection is 

present in both sites, the stability or power of the 

connectivity may be variable due to external 

conditions. Additionally, if any malfunction happens 

on the devices, the response time of CSIC won’t be 

as short as desired by its remote location. 

Adequate Resources: 

Sufficient resources, 

including funding, expertise, 

and personnel, are assumed 

to support the monitoring 

system's successful 

implementation and 

operation. 

Technical failures and 

malfunctions: As a consequence 

of the technical challenges for the 

pilot, several risks are associated 

with the implementation, such as 

breakdowns of the sensors, 

network failures, power supply 

problems, or the processing 

system going down can interrupt. 

Implement redundancy measures, 

regular maintenance, and robust 

monitoring protocols to detect and 

address any issues promptly. 

Environmental conditions: The systems must 

operate under adverse weather conditions, such as 

extreme temperatures, heavy rainfall, snowfall, or 

freezing. 

Stakeholder Engagement: 

The active participation and 

collaboration of project 

partners, stakeholders, and 

end-users are assumed to be 

forthcoming, facilitating the 

smooth execution of the pilot 

project. 

Risk of damage: Due to the size of 

the interest areas and their 

remote location, the nodes' 

control is limited. Thus, 

equipment can be damaged by 

diverse causes, such as adverse 

weather, local fauna, unexpected 

events, or even vandalism. 

 

Each sensing node will be installed in 

remote and challenging-to-reach 

locations to minimise vandalism risk. 

Given unavoidable weather risks, 

robust materials will be used to 

ensure system durability and 

functionality. 

End-user engagement: End-users' and stakeholders’ 

engagement in system development or 

Data Accuracy: The accuracy 

and reliability of the data 
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Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
commercialisation can be met with indifference, 

especially in the early phases of the project. Some 

good initial results and performance may be 

required for effective communication. 

collected by the sensing 

nodes are assumed to meet 

the required standards for 

scientific analysis and 

decision-making.  

Installation constriction: As discussed recently 

between the consortium partners, CSIC, as a public 

organisation, is restricted in deploying research 

equipment due to internal and national 

regulations. In collaboration with the project 

partners, the pilot is currently looking for a 

solution for this issue. It could potentially lead to 

pilot delays. Additionally, it is a potential challenge 

for post-project commercialisation since potential 

stakeholders may demand a proper technical 

service. 

Technology Readiness: The 

technology components and 

systems selected for the pilot 

project are assumed to be 

sufficiently mature and 

reliable for deployment in 

real-world conditions. 

 
 

 Positive Impact: The 

monitoring system's 

implementation is assumed 

to contribute to an improved 

understanding of air quality 

dynamics, enhanced public 

health outcomes, and 

 
 



D4.1 PLANNING AND SETUP HANDBOOK, AND OPERATIONAL MANAGEMENT REPORT – INITIAL 

 

3 

Challenges Assumptions 
Risks and Mitigation 

Risks Mitigation 
informed decision-making by 

relevant stakeholders. 



 
 

 

 

 

7.5. Implementation Plan & Specifications 

For this pilot, the sensors will be deployed in two different areas. Four low-cost sensor nodes will 

be implemented in the Cabo de Gata–Níjar natural park area. Table 25 shows the exact locations of 

the sensing nodes. 

Table 25. Final location and coordinates of the LCSNs and HQSNs in the field, both in the Sierra de Gádor 

Mountains area and the Cabo de Gata–Níjar Natural Park area. 

Locations of the nodes on the Spanish pilot 

Node Latitude 
Longitude High over-sea 

level 
Distance to 

next 
HQSN1 36.863902 -2.659289 876 - 

LCSN1 36.9265581413335 -2.75211820267812 1615 m 1922 m 

LCSN2 36.9095323582459 -2.74817666436084 1656 m 2608 m 

LCSN3 36.9147671543149 -2.71966584268529 1524 m 2373 m 

LCSN4 36.9062182 -2.69518 1434 m 3178 m 

LCSN5 36.8993673713488 -2.66055744436309 1292 m 1351 m 

LCSN6 36.8878625632434 -2.65558243753284 1145 m - 

HESN2 36.9394072219818 -2.03401152539718 204 m - 

LCSN7 36.9636065159863 -1.98997947824495 152 m 2884 m 

LCSN8 36.9757143906934 -2.01860455781327 266 m 8200 m 

LCSN9 36.9185813476126 -2.0761764080214 229 m 4951 m 

LCSN10 36.8827429765828 -2.0426134352345 266 m - 

The following map (Figure 9) shows the location of the sensor nodes in this area. As the LCSN nodes 

are mounted on poles with 2 m height, the coverage distance of the LoRa network will be in the order 

of 1.8 km (considering the same Radio Frequency (RF) parameters used to estimate the RF link budget 

for pilot 4, therefore the LoRa technology coverage will not be enough to connect the nodes in this 

area. However, the on-site measurements show that the LTE is present in all the selected locations 

and for this site. LTE will be used to connect all the nodes in this area. 

 

Figure 9:Location of the monitoring sensing nodes in the Cabo de Gata-Nijar Natural Park area. 
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The following map (Figure 10) shows the location of the sensor nodes for the area of Sierra de 

Gádor mountains, including six low-cost nodes. The LTE signal measurements show that most of the 

locations on this site also have good LTE coverage. However, the LTE signal is not very stable in LCSN1 

– LCSN3. 

 

Figure 10: Location of the sensor nodes for the Sierra de Gádor mountains area. 

A potential solution will be to implement LCSN2 as a gateway and connect the LCSN1 and LCSN3 to 

this node with LoRa. This area's nodes will also be implemented in 2 m high poles. The blue arrow in 

the above figure shows the coverage distance of 1.8 km for sensor nodes with a height of 2 m above 

ground. The nodes in this site are placed in line-of-sight concerning each other. Estimating the LoRa 

communication distance due to the mountainous nature of the region will be difficult. Still, we can 

expect communication range improvement due to the altitude difference of the nodes. For example, 

the green arrow in the above figure represents the communication distance from a node with a height 

of 50 m to a 2 m node, which is 9 km. The map shows LCSN2 is about 400 m and 100 m above LCSN6 

and LCSN3, respectively. Therefore, if LCSN2 cannot use LTE with reliable stability during the 

deployment, we can connect LCSN2 to LCSN6 using LoRa technology. We will also connect LCSN1 using 

ASTROCAST communication technology to demonstrate satellite communication technology. 

Therefore, for this pilot, nodes LCSN1 – LCSN3 will be configurable, and testing on the installation site 

will determine the technology used to connect these nodes. 

The implementation will take place in two phases. In the first phase, five nodes will be deployed. 

Table 26 Implementation phases in Pilot 4 

Sequence Name Point to be verified 

Phase 1 

1 LCSN6 Verify the LTE connection for this node 

2 LCSN2 
Verify the LTE connection for this node; if not, we should make a LoRa link 
between LCSN2 and LCSN6. 

3 LCSN1 
Verify the LTE connection for this node; if not, we should make a LoRa link 
between LCSN1 and LCSN2 and implement satellite technology for this node. 
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4 LCSN3 
Verify the LTE connection for this node; if not, we should make a LoRa link 
between LCSN3 and LCSN2. 

5 LCSN4 Verify the LTE connection for this node 

Phase 2 

6 LCSN5 Verify the LTE connection for this node 

7 
LCSN7 – 
LCSN10 

Verify LTE connection for these nodes 

The implementation of this pilot is planned on a phased strategy to ensure the system's 

functionality and address the project’s objectives. 

In phase 2 of the plan, CSIC will develop a detailed schedule for the implementation and lead its 

execution. The issues mentioned in the previous sections must be solved over the next month. The 

plan can be adjusted depending on internal and external factors, such as equipment delivery. Before 

the installation, the locations are susceptible to changes depending on future negative evaluations or 

critical problems. Monitoring and evaluating the deployed nodes' performance and data transmission 

systems and collecting stakeholder feedback are conducted. For this phase, the sensing nodes 

intended for deployment are the LCSN1-LCSN6 and HQSN1 on Sierra de Gador. In Phase 3, the 

effectiveness of Phase 2 deployment is evaluated. The rest of the equipment will be deployed at the 

Cabo de Gata Natural Park, and the performance will be assessed and optimised at the end of the 

project. The Gantt Chart below gathers all the deployment procedure's steps, phases, and expected 

time frames. 

Table 27. Pilot 4 implementation plan. 

 

7.6. Key Performance Indicators 

The table below contains the Key Performance Indicators for Pilot 4, defined for successfully 

implementing the CiROCCO system in Pilot 4. Each indicator addresses specific operational and 

technical requirements for the Pilot. 

Table 28. Pilot 4 Target KPIs for operational and technical requirements. 
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Pilot 4: Target KPIs 

No. Name Metric Method of measurement Target 

1 
Deployment of 
sensing nodes 

Number 
deployed 

sensing nodes 

Number of monitoring stations successfully 
deployed and tested for connectivity and 

performance 

>10 

2 
Low-cost sensors 

accuracy 
Percentage 

Difference between the measures compared 
to HE and other data sources for at least 30 

days 
>85% 

3 Continuity of the data Percentage 
The presence of total data gaps over the 

testing period 
<10% 

4 
DDS events 
forecasting 

Percentage 

Model evaluation using Performance Indices. 
Number of DDS episodes that will be 

successfully predicted in terms of their 
occurrence and intensity 

>10 

5 
Dust-induced Quality 

Assessment Maps 
Number of 

maps 
Number of Dust-induced Air and Water 

Quality Assessment Maps produced monthly 
>4 

6 Application End Users 
Number of 
End Users 

Number of unique End Users >10 

7.7. Sustainable Integration and Continuity Plan 

At this project stage, Pilot 4 is optimistic about the potential for continued collaboration with the 

CiROCCO system beyond the current funding period. Key factors that will contribute to this positive 

outcome include: 

• Securing Additional Funding: Pilot 4 supports searching for new financial sources to sustain the 

technology after the project’s completion. It is confident that the necessary support can be 

secured to ensure long-term continuity in the developed system. 

• Engaging Stakeholders: Pilot 4 is dedicated to demonstrating the benefits of the CiROCCO 

system to potential partners. By highlighting how the system can enhance existing tools for air 

quality monitoring, Pilot 4 aims to generate increased stakeholder interest and support. 

• Demonstrating Value and Reliability: The CiROCCO system offers a cost-effective and reliable 

solution for obtaining detailed measurements over specific areas. Pilot 4 believes 

demonstrating its reliability can attract interest from companies seeking affordable yet 

practical solutions. 

Pilot 4 is confident in overcoming the current challenges as the project progresses. With new 

funding, heightened stakeholder interest, and proven system reliability, there is a strong belief that 

the Spanish pilot will continue collaborating with the CiROCCO system beyond the initial project phase.  
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8. Conclusions 

Deliverable D4.1 is a critical step in our CiROCCO project, similar to planning a detailed route before 

starting a significant journey. This document is a comprehensive guide outlining how we will test and 

validate our innovative ideas in real-world conditions, ensuring we have everything needed to succeed. 

The main goal of Deliverable D4.1 is to provide a detailed plan for conducting four CiROCCO pilot tests 

using our advanced technologies. It aims to achieve the objectives of Task 4.1 by using a dynamic and 

flexible testing strategy, ensuring continuous interaction and incremental results. We blend software 

development with automated IT operations by following the Deming PDCA cycle and integrating the 

DevOps continuous testing methodology. Additionally, it prepares for evaluating the pilot results with 

initial time plans, KPIs, and a framework for organising and analysing data. The insights gained will help 

refine and enhance our solutions for the subsequent project phases. Our methodology starts with 

detailed planning, as our initial plan and setup handbook outlines. Testing strategies are adjusted 

based on resources and stakeholder needs, emphasising continuous interaction and incremental 

delivery through DevOps. Field trials are conducted, monitored, and refined based on real-time 

feedback. We prepare for result evaluation using initial time plans, KPIs, and impact analysis datasets. 

Data collected will be analysed to benchmark performance, providing feedback for further refinement 

and final recommendations to improve our solutions and meet project goals. Deliverable D4.1 

connects with other tasks and deliverables within the CiROCCO project, building on prior research and 

development. It integrates insights from earlier phases and aligns with the overall project timeline and 

objectives, ensuring a coordinated approach to testing and validation. 

The outcomes of Deliverable D4.1 include several vital achievements. Firstly, it provides a detailed 

methodology for conducting the four CiROCCO pilot tests. This methodology emphasises dynamic and 

iterative testing processes, ensuring our approach remains flexible and responsive to real-time 

feedback. Through rigorous testing, we gain valuable insights and recommendations for refining and 

enhancing CiROCCO's solutions. Ultimately, these outcomes are crucial in achieving the overall project 

objectives, guiding us towards successful implementation and impact. The updated version of this 

deliverable will include refined methods and strategies based on initial pilot test results, revised time 

plans, updated KPIs, and enhanced data analysis frameworks. It will also incorporate new feedback 

from stakeholders to ensure continuous improvement. 

Deliverable D4.1 is more than just a document; it’s a roadmap guiding our journey to use technology 

for positive social change. With careful planning and teamwork, we aim to create a brighter, more 

inclusive future for everyone.  
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