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Executive Summary 

H1 Goal/Objectives 

The CiROCCO project aims to revolutionise decision-making processes in complex operational 

environments through comprehensive documentation, stakeholder engagement, methodological 

rigour, technological innovation, integration and collaboration, and impact-driven sustainability. By 

compiling a repository of pilot descriptions, objectives, and requirements, engaging with diverse 

stakeholders, ensuring methodological rigour in pilot exploration, driving technological innovation, 

fostering integration and collaboration, and maximising impact and sustainability, CiROCCO seeks to 

redefine the boundaries of possibility, ushering in a new era of decision-making excellence in complex 

operational environments. Further details on the implementation of the pilots and the methodology 

to follow to achieve their KPIs will be included in Deliverable 4.1, entitled “Planning and Setup 

Handbook, and Operational Management Report – Initial” [1]. 

H2 Methodology 

The methodology adopted in the CiROCCO project is a robust framework designed to examine each 

pilot thoroughly. It ensures precision, coherence, and depth in documenting objectives, features, 

requirements, and performance metrics. This systematic approach fosters consistency, enabling 

effective communication and decision-making across stakeholders. The methodology aligns with 

project objectives and stakeholder expectations by exploring pilot scenarios, detailing system features 

and requirements, and establishing Key Performance Indicators (KPIs) with target values. It embodies 

a philosophy of excellence and innovation, laying the groundwork for transformative impact in 

complex operational environments. 

H3 Outcomes/Conclusions 

The CiROCCO project's outcomes and conclusions encapsulate a culmination of rigorous analysis, 

stakeholder engagement, and technological innovation. They comprehensively understand pilot 

scenarios, system features, requirements, and KPIs. Through meticulous exploration and collaboration, 

the project has identified pathways for transformative impact in complex operational environments. 

These outcomes underscore the project's commitment to excellence, sustainability, and effective 

decision-making, paving the way for a future where challenges are met with innovation and resilience. 

 

Key outcomes/conclusions in bullet points 

• Comprehensive documentation of pilot scenarios, objectives, and requirements 

• Thorough exploration of system features and functionalities 

• Identification of KPIs and target values 

• Alignment of project objectives with stakeholder expectations 
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1. Introduction 

1.1. Deliverable Description 

This report summarises the outcomes of Task 2.2 and serves as a comprehensive repository, 

capturing initial (non-)functional requirements, key KPIs, and target values. It has evolved through 

continuous analysis and feedback from technical deliverables and end-users' final requirements. This 

document dives into the operational environment, dissecting socio-economic and environmental 

factors. It refines insights through ongoing analysis and stakeholder feedback, ensuring a nuanced 

understanding of challenges and opportunities. Additionally, the report outlines technological 

requirements, emphasising adaptability to future trends. Integration objectives are crafted to align 

legal frameworks, stakeholder engagement, and technical protocols. 

1.2. Purpose of the Deliverable 

The objectives related to this Deliverable have been achieved in full and as scheduled. Deliverable 

2.2 is the direct outcome of Task 2.2 in conjunction with the requirements obtained from the 

stakeholders and the workshops organised through Task 2.1. It is a comprehensive documentation of 

pilots' descriptions and objectives, encompassing the initial collection of functional and non-functional 

requirements, selected KPIs, and target values. It represents the consolidated summary of meticulous 

analysis and feedback gathered from the pilot's and end-users' final requirements, offering a rich 

tapestry of insights essential for the success of CiROCCO propositions. The Deliverable thoroughly 

explores the operational environment, meticulously dissecting socioeconomic and environmental 

factors influencing decision-making. Moreover, the report comprehensively examines the 

technological landscape, outlining stringent requirements for availability, reliability, performance, and 

scalability. Anticipating future demographic trends and projections ensures the adaptability of 

proposed solutions to evolving needs and circumstances. 

Integration objectives are also meticulously formulated within the deliverable, considering legal 

and policy frameworks, stakeholder engagement, and technical protocols. The integration objectives 

aim to create a cohesive ecosystem conducive to effective decision-making by fostering collaboration 

and synergy among critical stakeholders. Finally, the Deliverable serves as a roadmap for navigating 

the complexities of the CiROCCO project, offering valuable insights and recommendations derived 

from thorough analysis and continuous feedback loops. Its findings will inform subsequent project 

phases, mainly focusing on the specifications of the proposed technical solutions to be developed 

within the CiROCCO framework. 

1.3. Intended Audience 

Upon approval from the European Commission (EC), this Deliverable becomes a publicly available 

document accessible through the CiROCCO website. The outcomes detailed within system features, 

pilot requirements and target values for the CiROCCO system KPIs are of significant interest to various 

target groups. The plan outlined in this document serves as a shared resource among Project partners, 

facilitating the exchange of valuable feedback from the pilot leaders and the interested stakeholders 

and presenting insights to broader audiences. This information will be taken as input by the project's 
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technical partners to design and develop the CiROCCO system to fulfil as many requirements as 

possible while ensuring that it meets the relevant system KPIs. The intended audience includes: 

• Pilot leaders & all pilot-involved partners, 

• Technical partners developing the technological solutions, 

• The EC, as the funding authority, 

• Other individuals or groups seeking additional information about the Project. 

1.4. Deliverable Structure and its Relation with Other Work 
Packages / Deliverables 

This Deliverable is the direct outcome of Task 2.2 whilst it also incorporates the stakeholder 

requirements from Task 2.1 and its corresponding Deliverable 2.1. The outcomes of Task 2.2 and this 

Deliverable will be used as input to all WP3 activities to ensure that the developed technological 

solutions fulfil as many system features as possible, meet pilot & stakeholder requirements and 

achieve the target KPIs. This Deliverable will inform all WP3 Deliverables and serve as a reference for 

all WP4 Deliverables. Furthermore, the pilot descriptions and objectives will guide the setup and 

planning of the actual pilots in WP4. 

This Deliverable consists of nine Sections. A brief overview of the Deliverable structure is as follows: 

• Section 1 is an introductory section of the document and provides a general overview of the 

Deliverable; 

• Section 2 provides an overview of the methodology followed to obtain and document the pilot 

descriptions, objectives, system features, requirements and KPIs, taking into account all aspects 

of the pilot, including environmental and legal restrictions in each pilot; 

• Sections 3, 4, 5 & 6 provide a detailed description of the 4 pilots, including their objectives, 

system features, requirements and KPIs. These sections consider all aspects of the pilot, 

including environmental and legal restrictions in each pilot; 

• Section 7 briefly describes the acquired stakeholder requirements obtained from Task 2.1 and 

Deliverable 2.1; 

• Section 8 provides a consolidated summary of the system features, requirements, and KPI 

target values from the pilots' and stakeholders’ feedback.; 

• Section 9 summarises the Deliverable’s conclusions. 
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2. Methodology 

The methodology section of this document serves as a cornerstone, providing a robust framework 

meticulously crafted to illuminate and scrutinise each pilot within the expansive CiROCCO project. Its 

primary purpose is to ensure that the pilot scenarios, features, requirements, and KPIs are clearly 

defined and aligned with the project's goals. This methodology guides each pilot's detailed description 

and evaluation, establishing a structured approach that captures essential elements such as objectives, 

features, requirements, and performance metrics. This approach not only sets a clear direction for the 

documentation but also fosters consistency and rigour, ensuring effective communication among the 

diverse stakeholders involved in the project. 

Each pilot scenario is carefully analysed using this methodical approach, covering its objectives, 

stakeholders, background, and potential risks. The features and requirements of the pilot system are 

described in detail, providing a thorough understanding of its capabilities. This comprehensive view 

supports informed decision-making and ensures the project stays on track.  

The defined KPIs and target values also create a solid basis for tracking progress and measuring 

success. These metrics serve as a guide, helping the team focus on achieving the project's objectives 

and enabling continuous improvement. 

2.1. Pilot Scenario 

The pilot scenario serves as an immersive journey into the intricate context within which each pilot 

operates, offering a vivid portrayal of its surroundings. The pilot scenario serves as a multifaceted 

prism through which the essence of each pilot is refracted, illuminating its objectives, stakeholders, 

historical context, narrative, and inherent risks. It is not merely a static depiction but a dynamic 

tapestry, weaving together the threads of past, present, and future to unveil the rich tapestry of 

possibilities inherent in each pilot's journey. It encompasses a spectrum of elements, each contributing 

to a nuanced understanding of the pilot's essence: 

• Objectives: At the heart of the pilot scenario lie its objectives—clearly defined goals and 

outcomes that serve as beacons guiding its trajectory. These objectives encapsulate the aspirations 

and ambitions driving the pilot, providing a roadmap for its implementation and evaluation. 

• Actors: The pilot scenario identifies and engages various stakeholders, organisations, and 

individuals, each playing a unique role in its unfolding narrative. The scenario fosters collaboration and 

synergy by delineating their roles and responsibilities, ensuring that all actors are aligned towards 

achieving common goals. 

• Background: The pilot scenario delves into the annals of history to unearth the contextual 

backdrop against which it emerges. This historical context provides invaluable insights into the factors 

shaping the pilot's development and implementation, offering a deeper appreciation of its significance 

and relevance. 

• Narrative: Imbued with storytelling prowess, the narrative component breathes life into the 

pilot, contextualising it within its operational environment. The scenario elucidates the pilot's purpose, 

challenges, and potential impact through vivid descriptions and compelling storytelling, inviting 

stakeholders to discovery and enlightenment. 

• Risks/Challenges/Assumptions: In the crucible of uncertainty, the pilot scenario bravely 

confronts potential risks, challenges, and assumptions that lurk on the horizon. Meticulous 
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identification and analysis lays bare the obstacles and uncertainties that may impede the pilot's 

progress, guiding risk mitigation strategies and informed decision-making processes. 

2.2. Pilot Features & Requirements 

This subsection examines each pilot system's specific features and requirements, ensuring a 

thorough understanding of its capabilities and functionalities. It aims to explain what makes each pilot 

system unique, outlining the critical design elements, technical specifications, and operational 

requirements. This approach allows stakeholders to navigate the complexities of the pilot systems 

better, providing a clear view of the challenges and opportunities ahead. It helps ensure that everyone 

involved understands the systems' design and functionality, enabling more informed decision-making 

and strategic planning. It comprises: 

• System Features: Like a skilled artisan revealing the facets of a precious gemstone, this section 

offers a detailed breakdown of the pilot system's features. System features encompass the core 

functionalities, user interface, scalability, security, reliability, flexibility, integration capabilities, 

performance, accessibility, and system documentation. These aspects collectively determine 

its functionality, usability, and effectiveness in addressing user needs and requirements. Each 

feature is meticulously dissected, revealing its unique characteristics, functionalities, and value 

propositions. From innovative technological capabilities to user-centric design elements, this 

exploration highlights the pilot system's distinctive selling points, underscoring its potential to 

address complex challenges and deliver tangible benefits. 

• Functional/Non-Functional Requirements: At the core of this subsection lies the blueprint for 

success—the specification of functional and non-functional requirements essential for the pilot 

system's effectiveness. Requirements are further categorised into priority levels (high, medium, 

low) that follow the classical must, should and could have approached. Here, a comprehensive 

framework is laid out, encompassing performance metrics, reliability standards, scalability 

considerations, and other critical parameters. Whether ensuring seamless user experience, 

robust data security measures, or efficient resource utilisation, each requirement is 

meticulously crafted to align with the pilot system's objectives and stakeholders' needs. This 

holistic approach ensures that the pilot system meets and exceeds expectations, driving 

meaningful impact and fostering sustainable growth. 

2.3. Key Performance Indicators & Target Values 

Nestled within this section lies a compass, guiding the voyage towards success and impact within 

each pilot. It serves as a beacon of clarity, offering a curated selection of metrics meticulously crafted 

to gauge the pilot's performance and efficacy. The KPIs and target values section transcends its 

functional role; it embodies a philosophy of excellence, alignment, and impact. It serves as a testament 

to the project's commitment to transparency, accountability, and continuous improvement, guiding 

each pilot towards a future where success is measured in numbers and in the transformative impact it 

delivers to communities and ecosystems. Here, benchmarks are not just established; they are 

meticulously calibrated to mirror the project's aspirations and stakeholders' expectations. 

• Assessment of Performance and Effectiveness: This section transcends mere measurement; it 

encapsulates a holistic assessment of the pilot's journey. Like a skilled navigator charting the 

course, it offers insights into the outcomes and the processes and strategies employed along 
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the way. Through a multifaceted lens, it evaluates the pilot's ability to navigate challenges, seize 

opportunities, and deliver meaningful impact. 

• Establishment of Benchmarks: Benchmarks are not arbitrary milestones but carefully crafted 

yardsticks against which progress and success are measured. Each benchmark is imbued with 

intentionality, reflecting the project's objectives and the nuanced expectations of stakeholders. 

The pilot strives towards excellence by aligning with these benchmarks, continually raising the 

bar for performance and impact. 

• Alignment with Project Objectives and Stakeholder Expectations: At its core, this section 

embodies alignment—alignment with the project's broader goals and alignment with 

stakeholders' diverse needs and aspirations. It ensures that the pilot's endeavours are not 

isolated but intricately woven into the project's vision and the stakeholders' collective 

ambitions.  
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3. Pilot 1: Renewable Energy Systems Planning 

The title of Pilot 1 is “Renewable Energy Systems (RES) Planning - Egypt”. CEDARE will be the pilot 

leader, connecting the local stakeholders and decision-makers with the project scientists and 

renewable energy experts. At the same time, NOA will undertake the entire renewable energy 

simulation part and the accuracy improvement by incorporating the in-situ information into the 

modelling architecture for energy production estimations and nowcasting. EBOS, ICCS & INTRA will 

technically support and offer their domain expertise throughout the whole pilot implementation, 

including the internet and satellite-based near-real-time data transfer and the efficient socio-economic 

effects both from the in-situ added value and the holistic energy production handling with Earth 

Observation (ground, satellite and model) data sources and methods. 

3.1. Pilot Scenario 

This section thoroughly describes the pilot scenario, including the pilot's objectives and goals. 

Therefore, this pilot description will also be used in the pilot planning and, more specifically, in 

Deliverable 4.1 entitled “Planning and setup handbook, and operational management report – Initial” 

[1]. Exploiting renewables is a cornerstone for sustainable development through efficient energy 

planning towards gradual independence from fossil fuels while ramping up RES, which is essential to 

meet sustainable development goals without decelerating economic growth and reducing welfare. 

Given its geographical location, the most important potential source of renewable energy for Egypt is 

the sun. Energy security is critical for the growth and prosperity of the local and regional economy. As 

solar power production increases, it becomes more and more critical to predict output to maintain the 

smooth operation of the power grid. The lack of forecasts or inaccurate measurements can endanger 

the security of the electricity supply and block the deployment of renewable sources. The added value 

brought by the project: The results of CiROCCO will contribute actively to the formation of energy-

related policies and the subsequent market uptake by setting up and disseminating a roadmap for 

implementations exploiting the synergy of EOs with ground-truth sensors. Indicatively, the already 

existing cooperation with the Egyptian Ministry of Electricity and Renewable Energy and the new 

Renewable Energy Authority will make the integration of dust and solar energy potential 

measurements and forecasts to the operational planning of both public and commercial electricity 

handling entities more effective through market mechanisms and the prospect of knowing the future 

performance of energy-based cargo sales. While the area is equipped with different sensors, there are 

critical limitations such as a) Sparse and not representative coverage; b) Not all crucial parameters 

available; c) Variability and inhomogeneity of sensors and measurement’s reliability; d) Inadequate 

maintenance and failures (due to arid conditions and oxidation); and e) Not internet-connected and 

centrally collected through data loggers. Throughout the project and after its duration, the area will 

benefit from the enhanced and upgraded network of sensors, where a complete set of measuring 

parameters necessary for the renewable energy and air quality sectors will be constantly captured. 

The network to be developed will require lower maintenance and, in parallel, will be more resilient, 

reliable and easy to use. Moreover, the dense network of stations will be used for country-level 

representativeness for early warning, policy-making and energy management. 

Pilot 1 will take place at the Benban solar farm, focusing on energy management and production 

planning optimisation by utilising sensor data combined with the modelling infrastructure. The pilot 

will address the following: 1) solar radiation measurements will be used for the harmonisation with 
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the natural power production for data assimilation to solar energy models and forecasting purposes; 

2) wind speed and direction will be used for the dust forecasting and load estimation, 3) PM 

measurements will be used to compare with the dust modelling and for air quality quantification, and 

4) temperature and relative humidity data will inform solar panels efficiency, optimal operating 

conditions and maintenance alerting. 

Absolute power and energy production will also validate the observational and modelling 

approaches. The result will be a dedicated energy management system for the Benban solar project 

and a more generalised model capable of being replicated and applied at any solar farm across Egypt 

and beyond. In this direction, forecast outputs from the ECMWF will be deployed in conjunction with 

satellite observations from the EUMETSAT’s SAFNWC for real-time dust monitoring and assimilation 

and high-resolution solar irradiation estimations. 

3.1.1. Objectives 

In CiROCCO, existing methodologies will be used to assess the dust contribution to the total aerosol 

load in the atmosphere and to study the exact impact on solar energy supply and production. Assessing 

such differences can be a valuable tool for future scientific or solar sector-oriented business plan 

studies, as it will directly contribute to the dust-related uncertainties introduced to solar radiation and 

energy calculations and forecasts. In parallel, other available dust forecast model outputs (e.g., 

DREAM) [2] might be used as a potential linking ring to forecast operationally through radiative 

transfer modelling, the impact of dust on solar radiation and produced energy as a complementary 

approach for energy forecasting in regions with a severe amount of solar energy potential and dust. 

Regarding current infrastructure, we aspire that Al-Sadaqa and Aswan Stations will be upgraded from 

the CiROCCO network with 35 low-cost, stand-alone electronic sensing nodes and four higher-quality 

off-the-shelf systems. It is also foreseen to install additional stations alongside the Niles River, apart 

from the mentioned areas. The Egyptian Ministry of Electricity and Renewable Energy has already 

provided written support and engagement to the project, offering the land where the stations will be 

installed. The pilot objectives are:  

• Improve the accuracy of modelled solar energy production nowcasting in Benban by 

incorporating the ground-truth information provided by the planned low-cost sensors.  

• Expansions of the method to the whole Egyptian region for a country-scale solar energy 

management system. 

• Validation of the modelled results against the in-situ data and the absolute PV production levels 

under normal and dusty conditions. 

• Estimating and quantifying the social-economic benefits of the improved solar energy 

production monitoring and forecasting at local and regional scales. 

3.1.2. Actors 

CEDARE will be the pilot leader, while NOA will undertake the entire renewable energy simulation 

part, the actual solar farm's production estimations, the effects of dust on energy potential on a 

climatological, real-time and forecast basis and the provision of the decision above support 

applications for the decision makers, energy producers and electricity handling entities into the 

renewable energy planning, management, electricity grid stability and energy security. Finally, NOA 

will validate the results against the new ground sensors and assimilate the sensor's information into 

the modelling and observation platforms for dust and solar energy. CEDARE, in collaboration with ICCS, 

EBOS, and INTRA, will establish the new network and manage and maintain the stations daily. Finally, 
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EBOS, ICCS & INTRA will technically support and offer their domain expertise throughout the pilot 

implementation. 

The main actors include the pilot participants: CEDARE, NOA, Ministry of Electricity, UCY, and EBOS. 

The user groups in this pilot project primarily include the local personnel trained to operate and 

maintain the monitoring station and the end-users who will benefit from the early warning 

dissemination system. End users include the citizens, private companies in the solar industry, the 

Ministry of Electricity, the New and Renewable Energy Authority (NREA), transmission and distribution 

system operators, and applicable regulatory bodies. The pilot project intends to involve various user 

groups to develop solutions that successfully serve their needs, raise public awareness of air quality-

related concerns, and support informed decision-making during Desert Dust Storms (DDS) events. 

3.1.3. Background 

To overcome the challenges related to the accurate solar energy production estimation and the 

effect of the desert dust transport events (both directly through dust deposition onto the panels and 

indirectly through the solar radiation attenuation in the atmosphere reducing the irradiation potential 

levels), in-situ stations recording meteorological conditions (wind speed and direction, relative 

humidity), solar irradiation levels (global horizontal irradiance at horizontal and tilted planes), aerosol 

levels and accurate photovoltaic production data (electricity incorporation into the electricity grid) are 

critical to increasing the reliability of Earth Observation based simulations and methods for solar 

energy planning and management purposes. The result will be a dedicated energy management 

system for the Benban solar project and a more generalised model capable of being replicated and 

applied at any solar farm across Egypt and beyond. To this direction and for validation purposes, solar 

irradiation data and nowcasting outputs from the IERSD/NOA’s SOLEA group1 will be deployed in 

conjunction with satellite observations from the European Organisation for the Exploitation of 

Meteorological Satellites (EUMETSAT) Satellite Application Facilities NowCasting (SAFNWC) and 

Copernicus Atmosphere Monitoring Service for aerosol and dust monitoring and forecasts, as well as 

for high-resolution solar irradiation estimations in real-time. The data from Earth Observations and in-

situ sources will be compared, harmonised and finally merged into the planned holistic solar energy 

management operational system to support the Benban solar project and the Egyptian renewable 

energy landscape and ecosystem. 

3.1.4. Narrative 

The CiROCCO’s technology in terms of low-cost sensors, internet and satellite connectivity, in 

conjunction with the existing modelling and measuring technical capabilities and knowhow, will form 

an advanced solar energy planning and management tool with unprecedented accuracy by assimilating 

the ground truth data for the first time into a modelling computing architecture in the Egyptian desert 

environment and conditions. The demonstration setup of this pilot includes an analytical energy 

management system for the Benban solar farm that will harmonise the real measurements 

(Photovoltaic (PV) production and in-situ information) with the Earth Observation-based simulations 

and methods. Then, an expansion of the initial demonstration setup will be applied to the whole 

Egyptian domain as a decision support application. The results and the subsequent validation analysis 

will be documented in a dedicated scientific publication showcasing the proposed approach, i.e. the 

 
1 http://solea.gr/ 
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model with assimilated ground truth information in inputs (dust, wind fields, humidity, temperature) 

and outputs (solar irradiation and energy levels). 

3.1.5. Riks/Challenges/Assumptions 

3.1.5.1. Risks and Challenges Assessment 

There are inherent risks, challenges and assumptions that must be evaluated. Several factors should 

be considered in the context of this pilot project. One of the significant risks is the reliability and 

accuracy of the data collected under desert conditions. Ensuring the pilot's success relies heavily on 

the accuracy and dependability of data gathered by the recently established monitoring network. To 

mitigate potential risks, it is imperative to develop stringent calibration, upkeep, and data validation 

protocols. Additionally, integrating diverse technologies and models poses another hurdle. The pilot 

initiative encompasses an array of technologies ranging from economical electronic sensing nodes to 

advanced systems alongside pre-existing desert dust operational models. Harmonising these 

components and sustaining seamless interaction can present technical complexities and consume 

considerable time. There may be challenges in effectively disseminating early warning information to 

the public and relevant stakeholders. Developing user-friendly platforms, such as internet websites 

and mobile applications, requires attention to design, usability, and accessibility to reach a wide range 

of end-users and ensure the information is easily understandable and actionable. The risks, challenges 

and assumptions should be carefully managed and addressed throughout the pilot project. By 

proactively identifying and mitigating risks, overcoming challenges, and validating assumptions, the 

project can enhance its effectiveness, ensure the reliability of the technology and systems, maximise 

its impact in addressing desert dust events, and improve early warning dissemination systems. 

3.1.5.2. Operational Environment Assessment and Integration Strategies 

For pilot 1, because Egypt is outside the European Union, the operational environment assessment 

and the integration strategies are under rigorous discussions to further clarify multiple pending issues, 

such as the possibility of operating ASTROCAST satellite communication within the country. The 

outcomes of the ongoing talks will be included in details for this specific pilot in Deliverable 4.1, 

“Planning and setup handbook, and operational management report – Initial” [1]. 

3.2. Pilot Features, Requirements & Target KPIs 

This section defines the system features, pilot requirements and target KPIs for Pilot 1. 

3.2.1. System Features 

These subsections, specifically Table 1, Table 2 & Table 3, provide the required CiROCCO system 

features provided by Pilot 1. 

Table 1: “Configure Solar Radiation and meteorological measuring parameters” system feature of Pilot 1. 

Pilot 1: Configure Solar Radiation and Meteorological measuring parameters 

Brief Feature Description Sensing nodes would be able to measure solar radiation parameters for 
harmonisation with natural power production, wind speed and 
direction for dust forecasting and load estimation, PM and ozone (O3) 
for comparison with dust modelling and air quality quantification, air 
temperature and relative humidity for solar panels’ efficiency, 
operation optimum conditions, and maintenance alerting. 



D2.2 PILOTS’ REQUIREMENTS, DIMENSIONS AND TARGET KPIS 

 

22 

Actor(s) Pilot 1 Participants 

Priority High 

Further relevant comments N/A 

Table 2: “Configure the monitoring system’s key performance indicators” system feature of Pilot 1. 

Pilot 1: Configure the monitoring system’s key performance indicators 

Brief Feature Description Sensing nodes might be able to communicate to the Cloud Server via 
external connectivity (WiFi and others based on availability) or manually 
downloaded and sent via email or FTP protocols so that sensors’ 
performance could be monitored and corrected when needed based on 
the obtained results and outputs. 

Actor(s) CEDARE, NOA, ICCS, INTRA, UCY and EBOS 

Priority High 

Further relevant comments N/A 

Table 3: “Data visualization and dissemination of measurements” system feature of Pilot 1. 

Pilot 1: Data and visualization and dissemination of measurements 

Brief Feature Description Developing user-friendly platforms, such as the internet website and 
mobile application, will require attention to design, usability, and 
accessibility to reach a wide range of end-users and ensure the 
information is easily understandable and actionable. 

Actor(s) All Pilot participants, End Users (citizens, a private company working in 
the solar industry, the Ministry of Electricity, NREA, transmission and 
distribution system operators, and applicable regulatory bodies), and 
stakeholders. 

Priority High 

Further relevant comments The user platform should address the reliability and accuracy of the data 
collected under actual desert conditions and the quality and reliability of 
data collected from the newly developed monitoring network. 

3.2.2. Functional/Non-Functional Requirements 

This subsection, specifically Table 4 & Table 5, provides the list of functional and non-functional 

requirements steaming from Pilot 1. 

Table 4: List of functional requirements from Pilot 1. 

Functional Requirements 

No. Description Priority 

1 Development of Stand-alone electronic sensing nodes High 

2 The low-cost sensing nodes record solar radiation High 

3 
Sensing nodes would be able to communicate with the Cloud Server via external 
connectivity (e.g. WiFi, LoRaWAN, satellite comms) 

High 

4 Sensor information can be accessed by registered users at varying levels. High 

5 
Before the operational use of the systems, they should be tested and evaluated 
in natural environmental conditions. 

High 

6 
Sensing nodes would be monitored remotely, automatically, or manually via the 
Control application. 

Medium 

7 It must be easy and quick to relocate the sensing nodes. Medium 

8 
The system's features or databases must be accessible and compatible with an 
Android app. 

Medium 
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9 
The system's design enables non-specialized personnel to replace individual 
sensors easily. 

Low 

Table 5: List of non-functional requirements from Pilot 1. 

Non-Functional Requirements 

No. Description Priority 

1 Sensing nodes must respect security and privacy requirements. High 

2 Sensing nodes should comply with CE certification standards before they reach the 
market. 

High 

3 The system should have robust materials and components to withstand diverse 
weather conditions (rain, high winds, extreme temperatures) and ensure long-
term outdoor functionality. 

High 

4 The system should achieve energy autonomy 24/7, independent of a fixed power 
supply source. 

Medium 

3.3. Key Performance Indicators & Target Values 

Table 6 below shows a list of the target CiROCCO system KPIs coming from Pilot 1. 

Table 6: Pilot 1 Target KPIs. 

Pilot 2: Target KPIs 

KPI ID Name Description Metric 
Method of 

measurement 
Target 

KPI_P1_01 
Application 
End Users 

End users (entities & 
solar farms) expected 
to use the dedicated 

platform or application 
for the DDS Early 

Warning System (for 
solar plant production 

support) 

Number of 
unique End 

Users 
MoU >10 

KPI_P1_02 

DDS events 
forecasting and 

effect on 
electricity 

production 
levels 

Number of DDS 
episodes that will be 

successfully predicted 
and estimation of the 

expected energy 
production reduction 

Percentage 
difference from 

actual 
production 

Model 
evaluation 

using Benban 
measurements 

>90% 

KPI_P1_03 
Sensor 

compatibility 

Number of sensing 
nodes tested for 
connectivity and 

healthy performance 

Number of 
sensing nodes 

- >1 
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4. Pilot 2: Desert Dust Storm Events Monitoring 

The Laboratory - Isle of Excellence of Environmental Fluid Mechanics of UCY leads Pilot 2. “Desert 

Dust Storm (DDS) Events Monitoring – Cyprus” is the title of Pilot 2. 

4.1. Pilot Scenario 

The region of Cyprus experiences frequent and sometimes severe DDS events characterised by high 

levels of fine and coarse particles. These DDS events are responsible for a significant percentage (10% 

- 40%) of air quality threshold exceedances on the island. Studies conducted in Cyprus and abroad have 

also demonstrated the adverse public health impacts of the DDS events. Furthermore, a survey among 

stakeholders in Eastern Mediterranean countries, including Cyprus, revealed gaps in implementing 

pre-determined action plans for public protection during DDS events. 

Cyprus and other similar regions in the Eastern Mediterranean cannot implement limiting DDS 

measures; the only feasible option is to adopt small-scale and individual adaptation measures. 

Specifically, an early warning system (EWS) for DDS, a primary strategy for those regions, may be taken 

to protect citizens from such harmful events. However, for the Eastern Mediterranean regions, which 

are near desert areas in the south (Sahara) and east (Middle East), early forecasting is hindered by the 

lack of in-situ stations to measure the meteorological conditions and other soil characteristics (grain 

size, mineralogy, etc.) of the source, which are very important for DDS forecasting. As a result, existing 

forecast models often need to catch the intensity of DDS phenomena capable of significantly affecting 

air quality in urban environments. 

This pilot study addresses those challenges and reinforces an existing EWS, forecasting capabilities, 

and public protection during DDS events. Those motivations are superimposed in an environment 

already burdened by substantial anthropogenic sources, such as the Municipality of Idalion. 

The pilot site, the DIMOS, spans an area of 46 Km2 and is designated as the project's pilot location 

in Cyprus. DIMOS (independent municipality of Cyprus), serving as the project's pilot site in Cyprus, is 

the public administration authority responsible for overseeing the industrial and residential sectors of 

southeast Nicosia, including the historic city of Idalion. DIMOS will act as a supportive and advisory 

body in the process of impact assessment of the EWS, will provide feedback to the researchers on the 

needs of the end-users, and will provide valuable insights for improving the user-friendliness of the 

designed tools and the sustainability of project results, during the pilot execution. 

The partners must provide the required infrastructure and expertise to ensure the project's success. 

MOL & UCY have Air Quality Monitoring Stations (AQMS) located within a distance of less than 20 

kilometres. These AQMS will be utilised to evaluate the effectiveness of the low-cost systems that will 

be developed to meet the project's needs. Further, the in-situ measurements of the pilot study can be 

transferred and stored on MOL servers, allowing the EWS to utilise the data. The architecture of the 

EWS is readily available from a previous European program in which UCY and MOL participated, i.e. 

the Life+ MEDEA project. The objective is to exploit and upgrade this system's capacity through this 

project's results. 

The Municipality can offer space within its buildings and public areas for deploying low-cost 

monitoring devices without bureaucratic hurdles. Although a cellular network (LTE) covers the entire 
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study area, all chosen locations for installing low-cost nodes have continuous access to Wi-Fi networks 

and power from fixed points. 

Within the project and at the pilot site, will be developed and utilised the following new 

technologies: 

• Low-cost, stand-alone electronic sensing nodes will be deployed in the congested environment 

area and serve as data collection points. They are designed to capture relevant meteorological 

and air quality parameters. 

• One (1) higher-quality system: In addition to the low-cost sensing nodes, the pilot site has a 

higher-quality system designed to gather more precise and accurate data on meteorological 

conditions and air quality in the congested area. 

The monitoring nodes are strategically placed across the area to allow for comprehensive data 

collection, as illustrated in Figure 1. By design, the initial node installation points are selected to 

encapsulate an array of different factors. To begin with, they are designed to cover a range of areas 

that fall under the four main directions of the horizon - North, South, East, and West. This placement 

allows for monitoring of how different wind patterns influence various atmospheric parameters. 

Secondly, the nodes are installed in regions with varied orographic features within the study area, 

enabling insights into localised weather patterns. Lastly, they are spread across regions with different 

land-use characteristics, such as residential, industrial, agricultural, and commercial zones. This 

distribution ensures that the data reflects the range of potential environmental interactions and 

influences, thus providing a comprehensive understanding of the studied congested environment. 

Additionally, it would be highly advantageous for the pilot if it was possible to collect Dust AOD data 

through a data collection campaign managed and conducted by UCY. 

 
Figure 1. The broader area of the monitoring network in the Municipality of Idalion depicts the 5 low-cost 

sensing nodes and the high-quality system. 

4.1.1. Objectives 
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The objectives of this pilot project are as follows: 

• Performance evaluation of existing operational models: The pilot aims to assess the 

performance of the Sand and Dust Storm Warning Advisory and Assessment System (SDS-WAS) 

operational models. By incorporating the additional data generated from CiROCCO Pilot 1, the 

project seeks to evaluate the effectiveness and accuracy of these models in predicting and 

warning about DDS events. 

• Study the interaction between a congested environment and DDS: The pilot focuses on studying 

the interaction between an already congested environment, such as the Municipality of Idalion, 

and the additional burden posed by DDS events. This analysis considers the anthropogenic 

activities in the area and aims to understand the combined impact of anthropogenic factors 

and DDS on air quality and public health. 

• Establishment of an Early Warning Dissemination System: The pilot project aims to develop and 

implement a robust early warning dissemination system for DDS events. This system will utilise 

the improved forecasting capabilities, real-time data from the pilot site, and satellite tools and 

products. The EWS will be made accessible to the relevant regulatory authorities in Cyprus, 

including DIMOS and MOL. 

4.1.2. Actors 

This pilot project involves several actors and user groups with distinct roles and responsibilities. The 

main actors include the pilot participants: the UCY, NOA, DIMOS, MOL, CEDARE and EBOS. 

UCY, as a pilot leader, will coordinate the design and establishment of the Idalion Municipality 

monitoring network in collaboration with CEDARE. Additionally, UCY will train local personnel on 

system operation and maintenance. UCY and EBOS will set up the early warning dissemination system 

through an internet website and a mobile application. DIMOS will provide guidance and expert advice 

on the design and attributes of the DDS EWS and provide feedback throughout the development 

process. The MOL is participating as a public stakeholder to provide helpful insight into how the public 

understands the air pollution problem and their needs. It will also provide data from urban and rural 

background monitoring stations for real-time evaluation of the new systems. Their non-stop feedback 

during all activities, as one of the end-users, will be valuable for the appropriate design of this pilot 

study. NOA will develop and validate the assimilated desert dust transport models, while UCY will 

validate existing models for DDS forecasting with the availability of new data sources. Finally, EBOS, 

ICCS & INTRA will technically support and offer their domain expertise throughout pilot 

implementation. 

The user groups in this pilot project primarily include the local personnel trained to operate and 

maintain the monitoring station and the end-users who will benefit from the EWS. End users include 

the citizens, the local council, and applicable regulatory bodies. The pilot project intends to involve 

various user groups in developing solutions that successfully serve their needs, raise public awareness 

of air quality-related concerns, and support informed decision-making during DDS events. 

Through the collaboration and active involvement of these actors and user groups, the pilot project 

strives to improve DDS monitoring, forecasting, and EWSs, thereby enhancing the overall 

understanding and mitigation of the associated risks in the congested environment area of the 

Municipality of Idalion. 

4.1.3. Background 
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The challenges associated with DDS events can be overcome by installing in-situ stations that track 

the weather conditions and the condition of the soil. Together with topography, they can be used to 

develop a reliable EWS that protects the health of the citizens. It would be highly beneficial if 

meteorological and soil conditions were considered during developing the DDS forecasting model and 

improving the accuracy of forecasts. On the other, accurate mapping of the orography will not only 

support the selection of the installation nodes in the study area but will also improve the accuracy of 

the operation model predictions. The combination of ground-based measurements, satellite tools, and 

data from remote stations would provide a comprehensive understanding of DDS events and their 

impact on air quality. 

Furthermore, the experiences and perceptions of the citizens living in Idalion regarding the hot 

spots of poor air quality will also be essential information for the optimal design of the sensing 

network. 

4.1.4. Narrative 

In implementing CiROCCO's technology in this pilot, several key steps and strategies are planned. 

The UCY, with the support of its partners, will coordinate the design and establishment of the higher 

quality system in the broader area of the Municipality of Idalion, which will serve as a crucial data 

collection point for meteorological and air quality parameters in its congested environment area of 

the Municipality of Idalion. 

The infrastructure will be deployed along the municipal boundaries, while the high-quality system 

will be installed in the Municipality's historic core. The monitoring sensing nodes will be mounted on 

the rooftops of the buildings shown in Figure 1, with an estimated mounting height of 3-4 meters 

above the ground. During the first six months of Phase 3 of WP4, the reliability and performance of 

the newly created systems will be tested and evaluated. The representativeness of the selection points 

will be evaluated as well. Depending on the findings of this assessment, the monitoring systems will 

be relocated or not. 

The collected data from the low-cost sensing nodes, higher-quality systems, satellite tools, and 

products under the Copernicus observation program and EC-ESA initiative will be integrated to 

comprehensively analyse meteorological conditions, air quality and other relevant parameters during 

DDS events. By leveraging the new data sources, UCY will validate existing meteorological models 

specifically developed for DDS forecasting. This validation process will involve comparing the model 

outputs with the actual data collected at the pilot site, aiming to assess and enhance the reliability and 

accuracy of these models in predicting DDS events in the congested environment area. 

Additionally, UCY, in collaboration with partners, will develop an EWS that utilises improved 

forecasting capabilities, real-time data from the pilot site, and satellite tools and products. This system 

will provide timely alerts and information on DDS events, aiming to reach a wider audience through 

an Internet website and a mobile application. 

The envisioned integrated monitoring system is set to encompass various advanced features. 

Firstly, the system would include sensors capable of monitoring multiple environmental factors such 

as air temperature, atmospheric pressure, air humidity, sand/soil temperature, wind direction, wind 

speed, solar radiation, ozone levels, and particulate matter concentrations (PM2.5 and PM10). Secondly, 

the sensing nodes within the system are designed to communicate with a cloud server through 

external connectivity options such as WiFi, LoRaWAN, or satellite communications. This enables 

seamless data transfer and real-time monitoring. Thirdly, these sensing nodes can be remotely 
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controlled or monitored, providing flexibility for automatic adjustments based on AI-driven outcomes 

or manual changes through a control application. Lastly, this system's dedicated user-friendly 

dashboard is a crucial feature, offering access to monitoring information, statistical data, configurable 

notifications, and rules. Registered users can log in to view information about their particular sensors, 

facilitating both professional and personal use. For optimal data collection, it would be beneficial if 

meteorological and air quality data were monitored with a desired sampling rate of at least six 

measurements per hour, ideally with one measurement every minute. This enhanced frequency 

ensures even more comprehensive data collection, which is crucial for developing a DDS forecasting 

model for public health, significantly improving the accuracy of forecasts, and further scientific 

investigation of DDS events. Additionally, to meet the needs of developing a reliable EWS, the data 

mentioned earlier could be transmitted to the StreamHandler platform every 12 hours at the latest. 

Through these implementation steps, the pilot project seeks to maximise the effectiveness and 

impact of CiROCCO's technology in enhancing the understanding, forecasting, and EWS of DDS events 

in the Municipality of Idalion and the broader Eastern Mediterranean region. 

4.1.5. Risks/Challenges/Assumptions 

4.1.5.1. Risks and Challenges Assessment 

There are inherent risks, challenges, and assumptions that must be evaluated. Several factors 

should be considered in the context of this pilot project. The list below describes the majority of the 

risks associated with Pilot 2. 

• Inherent risks, challenges, and assumptions that must be evaluated: 

o Reliability and accuracy of data collected under natural conditions. 

o Quality and reliability of data collected from the newly developed monitoring network. 

o Integration of different technologies and models. 

o Effective dissemination of early warning information to the public and relevant 

stakeholders. 

o Development of a user-friendly platform tailored to individual user needs. 

• Assessment of platforms' efficacy against specific KPIs and targets under Pilot 2: 

o Anticipated more than 300 unique user engagements with the dedicated platform or 

specialised application. 

o Projection of predicting over 75% of DDS occurrences and intensities by the program's 

end. 

• Assumptions about the scalability and transferability of pilot findings and solutions: 

o Focus on the congested environment area of the Municipality of Idalion in Cyprus. 

o Applicability of lessons learned and technologies developed to similar areas in Cyprus 

and elsewhere in South-eastern Europe. 

4.1.5.2. Operational Environment Assessment and Integration Strategies 

Developing clear integration objectives and understanding the operational context is crucial for 

effectively addressing the complexities of Pilot Study 2, ensuring harmony with social, economic, 

environmental, and regulatory factors. 

4.1.5.2.1. Investigation of the operational environment and service level 
specificities 
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In addressing the socio-economic constraints within the targeted operational environments, the 

pilot study underscores the significance of understanding and engaging with local communities and 

stakeholders' diverse needs and perspectives. Recognising the potential barriers to adopting new 

technologies, the project emphasises developing strategies to foster user acceptance and enhance 

stakeholder engagement. This approach seeks to ensure that technological solutions are technically 

viable, socially inclusive, and responsive to the socio-economic realities of the areas impacted. 

The environmental and operational restrictions of the selected location are limited since the chosen 

area is not remote, and the environment is similar to places that have already installed such types of 

sensors. The major environmental challenge is identifying background pollution and its impacts on the 

measurement quality. 

4.1.5.2.2.Formulating Integration Objectives within Decision-Making Contexts 

Due to the upcoming reform scheduled for May 2024, surrounding communities will be 

incorporated into the Municipality of Idalion. While this reform has been taken into account, as 

evidenced by a point included by the Potamia Community, further developments may lead to the 

inclusion of additional points. Nonetheless, the involvement of the local public authority as a partner 

reduces the risk of any social challenges in the area. Additionally, sensor placement occurs on public 

buildings owned by the local authority (except one owned by a private individual) to minimise 

objections during the positioning process. However, it should be noted that the reform may cause 

minor issues if the new authority's targets vary significantly from those of the current authority. 

It is also imperative to highlight that the key stakeholders and data providers involved in the Cyprus 

pilot project, namely the local authority (DIMOS) and the competent authority (MOL), have been 

strategically integrated as partners in this project. This strategic inclusion aims to enhance the project's 

planning and implementation processes, ensuring optimal outcomes and advancing effective 

collaboration between all parties involved. 

The risks, challenges and assumptions should be carefully managed and addressed throughout the 

pilot project. By proactively identifying and mitigating risks, overcoming challenges, and validating 

assumptions, the project can enhance its effectiveness, ensure the reliability of the technology and 

systems and maximise its impact in addressing the problem of DDS events and improving early warning 

dissemination systems. 

4.2. Pilot Features & Requirements 

This section defines the system features, pilot requirements and target KPIs for Pilot 2. 

4.2.1. System Features 

These subsections, specifically Table 7, Table 8, Table 9 & Table 10, provide the required CiROCCO 

system features provided by Pilot 2. 

Table 7: “Configure Atmospheric and Air Quality measuring parameters” system feature of Pilot 2. 

Pilot 2: Configure Atmospheric and Air Quality measuring parameters 

Brief Feature Description Sensing nodes could measure air temperature, atmospheric pressure, 
air humidity, sand/soil temperature, wind direction, wind speed, solar 
radiation, Ozone, PM2.5, and PM10. It would be beneficial to be a 
provision to connect in the future, 1-2 new sensors to measure different 
parameters (e.g. NOx, CO concentrations) 
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Actor(s) Pilot 2 Participants 

Priority High 

Further relevant comments N/A 

Table 8: “Configure the monitoring system’s key performance indicators” system feature of Pilot 2. 

Pilot 2: Configure the monitoring system’s key performance indicators 

Brief Feature Description Sensing nodes would be able to communicate to the Cloud Server via 
external connectivity (e.g. WiFi, LoRaWAN, satellite comms) so that 
their performance could be controlled or monitored remotely, either 
automatically (based on the AI results) or manually (using the Control 
application). 

Actor(s) UCY, NOA, MOL and EBOS 

Priority High 

Further relevant comments Actors use their tiered account to launch the Graphical User Interface, 
which allows them to monitor systems' key performance indicators. 

Table 9: “Access to Data and visualization of measurements - 1” system feature of Pilot 2. 

Pilot 2: Access to Data and visualization of measurements - 1 

Brief Feature Description A dedicated Dashboard and smartphone application would provide 
monitoring information, statistical data, configurable notifications, and 
Pollution Levels. A registered user may have access to information 
about the atmospheric and air quality conditions. 

Actor(s) All Pilot participants, End Users (citizens) 

Priority High 

Further relevant comments The GUI should be user-friendly and dynamic, and it should be possible 
to interactively select the visualisation of the measurements. 

Table 10: “Access to Data and visualization of measurements - 2” system feature of Pilot 2. 

Pilot 2: Access to Data and visualization of measurements - 2 

Brief Feature Description End Users access the Desert Dust Storm (DDS) forecasting and the 
prediction of relevant Air Quality Index (AQI) for the broader area of 
Municipality of Idalion. Based on the DDS forecasting, end users 
(citizens) choose their outdoor activities and how much they will impact 
their health. 

Actor(s) All Pilot participants, End Users (citizens) 

Priority High 

Further relevant comments It is possible to map the AQI in 2-D maps via an AI module, an optional 
but helpful feature for citizens in such a large area. 

4.2.2. Functional/Non-functional Requirements 

This subsection, specifically Table 11 & Table 12, provides the list of functional and non-functional 

requirements steaming from Pilot 2. 

Table 11: List of functional requirements from Pilot 2. 

Functional Requirements 

No. Description Priority 

1 Development of Stand-alone electronic sensing nodes High 

2 
The low-cost sensing nodes record meteorological parameters (air temperature, 
atmospheric pressure, air humidity, sand/soil temperature, wind direction, wind 
speed, solar radiation) 

High 
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3 The low-cost sensing nodes record air quality parameters (Ozone, PM2.5, PM10) High 

4 
Data should be monitored with a desired sampling rate of at least six 
measurements per hour, ideally with one measurement every minute. 

High 

5 
Data collected should be transmitted to the StreamHandler platform every 12 
hours at the latest. 

High 

6 
Sensing nodes would be able to communicate with the Cloud Server via external 
connectivity (e.g. WiFi, LoRaWAN, satellite comms) 

High 

7 
A dedicated Dashboard would provide monitoring information, statistical data, 
configurable notifications, and thresholds. 

High 

8 Sensor information can be accessed by registered users at varying levels. High 

9 Incorporation of at least one higher-quality system High 

10 
The higher-quality system should be able to record the same parameters with 
higher accuracy than low-cost sensing nodes. 

High 

11 
Before the operational use of the systems, they should be tested and evaluated 
in natural environmental conditions. 

High 

12 
Sensing nodes would be monitored remotely, automatically, or manually via the 
Control application. 

Medium 

13 It must be easy and quick to relocate the sensing nodes. Medium 

14 
The features or databases of the system must be accessible and compatible with 
the Early Warning System. EWS will be based on an Android app 

Medium 

15 
The system's design allows for seamless integration of 1 or 2 additional sensors 
in the future. 

Medium 

16 In-situ stations recording soil characteristics at the source Low 

17 
The system's design enables non-specialized personnel to replace individual 
sensors easily. 

Low 

Table 12: List of non-functional requirements from Pilot 2. 

Non-Functional Requirements 

No. Description Priority 

1 Sensing nodes must respect security and privacy requirements. High 

2 
Sensing nodes should comply with CE certification standards before reaching the 
market. 

High 

3 
The system should have robust materials and components to withstand diverse 
weather conditions (rain, high winds, extreme temperatures) and ensure long-
term outdoor functionality. 

High 

4 
The new system's architecture considers the need for sustainability and the 
principle of zero negative environmental impacts. 

High 

5 
The system should achieve a minimum energy autonomy of 24 hours (or more), 
independent of a fixed power supply source. 

Medium 

4.3. Key Performance Indicators & Target Values 

Table 13 below shows a list of the target CiROCCO system KPIs coming from Pilot 2. 

Table 13: Pilot 2 Target KPIs 

Pilot 2: Target KPIs 
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KPI ID Name Description Metric 
Method of 

measurement 
Target 

KPI_P2_01 
Application 
End Users 

End users are 
expected to use the 

dedicated platform or 
application for the 
DDS Early Warning 

System. 

Number of 
unique End 

Users 
- >300 

KPI_P2_02 
DDS events 
forecasting 

Number of DDS 
episodes that will be 

successfully predicted 
in terms of their 
occurrence and 

intensity 

Percentage 

Model 
evaluation using 

Performance 
Indices 

>75% 

KPI_P2_03 
Sensor 

compatibility 

Number of sensing 
nodes tested for 
connectivity and 

healthy performance 

Number of 
sensing nodes 

- >5 
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5. Pilot 3: Sustainable Environmental Restoration Support 

Pilot 3, “ Sustainable Environmental Restoration Support—Serbia,” is led by the VSUME, Serbia's 

protected area manager authority. 

5.1. Pilot Scenario 

The Special Natural Reserve (SNR) Deliblatska peščara or Deliblato sands is situated in the northern 

part of Serbia, in Vojvodina Province in the southern Banat region, in the relative vicinity of Belgrade 

city and Pančevo municipality. The area is 35 km long and 11 km wide. The Deliblato Sands is a unique 

natural area of regional significance in Serbia. This area, spanning approximately 38,940 hectares, is 

the most significant stretch of inland sandy terrain in Europe, which serves as a habitat for numerous 

endemic species of flora and fauna, many of which are rare or endangered both in Europe and globally. 

In the 18th century, autochthonous vegetation was devastated by anthropogenic activities (war and 

overuse of natural resources). Large parts were left as barren, moving sand ranges that were expanding 

and causing severe problems for the surrounding communities. Reforestation efforts have been 

conducted since the beginning of the 19th century, and today, more than 90% of the area is bound by 

vegetation (mixed forest, shrubs and grassland). However, climate change, fire risk, pollution and 

anthropogenic pressure still present substantial risks for the degradation and long-term desertification 

of this sensitive and vulnerable natural environment. Currently, the entire area is managed by Public 

Enterprise “Vojvodinašume“ (PE „Vojvodina forests“). 

The Deliblato Sands are recognised for their ecological importance under several designations: a 

Category IV Habitat and Species Management Area by the International Union for Conservation of 

Nature (IUCN), an Important Bird and Plant Area in Europe, an Emerald Area, and a Ramsar Area. It's 

also a candidate for UNESCO World Heritage status. The area is nationally classified as a natural asset 

of particular importance and falls under protection category I. 

The region is located near Belgrade, often cited as one of the most polluted cities in the world. The 

geographical area of South Banat, where the sands are located, is particularly vulnerable to pollution, 

including toxic gas emissions from nearby industrial activities. Additionally, the unique combination of 

dry, sandy soils, warm and arid climate, strong wind and flammable vegetation makes Deliblato sands 

highly susceptible to wildfires, making it the most fire-prone area in Serbia. 

The Pilot 3 initiative is crucial for its ecological conservation efforts and for addressing the 

challenges of air pollution and fire risk management. This makes the project's work in the Deliblato 

sands critical for preserving biodiversity and ensuring environmental sustainability in the region. In the 

temperate continental climate zone, where the Deliblato sands reserve is located, the mean air 

temperature during the vegetation period is 18 degrees, while the mean annual temperature is 11 

degrees C. During winter, the strong blasts of the Košava wind can reach 140 kilometres per hour and 

transport sand and dust, while during summer, the maximum temperature of the exposed surfaces 

can reach 55°C. 

More climate, hydrometeorological, and comprehensive air quality data are needed to make 

decisions and manage the protected area sustainably. The currently available meteorological data 

about average temperature and wind speed must be more adequate for advanced resource 

management.  Due to the terrain's ruggedness and remoteness, installing and maintaining 
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measurement equipment has been prohibitively expensive to implement the innovative Cirocco 

sensing node network in environmental conditions. 

The possible effects of harmful gas emissions from the nearby Kostolac Thermal Power Plant and 

private incinerators in the entire pilot area have also not been explored so far. The effects of the sandy 

soil on the air quality in and around Deliblato have also not been studied in detail. The area is located 

in the southern Banat region, where the winds are characteristic (especially "Košava"). 

The primary motivation behind this pilot study is to enable sustainable management and protection 

of this area through advanced environmental monitoring. The monitoring system would be used for 

operative and strategic decision-making in forest management planning (selection of suitable plant 

species for reforestation, near-real-time monitoring of environmental conditions and the state of 

vegetation identifying the most vulnerable zones), air pollution monitoring (inhalable particulate 

matter PM2.5 micrometres and PM10 micrometres), also aiding local traditional practices, public health 

and tourism management. The measurements would also serve as a basis for fire risk management 

and practical CO2 emission/storage capacity assessment. The project aims to address these challenges 

through sustainable environmental restoration, monitoring, and management practices to preserve 

the unique characteristics and biodiversity of the Deliblato sands. 
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Figure 2. The location of the Special Nature Reserve “Deliblato sands. 

At the moment, PE “Vojvodinašume” does not possess any sensor network for collecting climatic 

and other data. The only available data is from relevant institutions (Hydro-Meteorological Institute of 

Serbia and Provincial Secretariat for Urbanism and Environment Protection, etc.), which are 

inadequate for effective and sustainable resource management. 

There is a station for monitoring air quality in the Korn locality (in the central part of the pilot area), 

and this station is not under the jurisdiction of PE "Vojvodinašume." This station measures basic 

meteorological parameters (air temperature, wind speed and direction, and ozone content). However, 

this single measurement point is insufficient for monitoring the spatial and temporal variability of the 

crucial environmental factors for environmental and forest management in the protected area. 

PE Vojvodinašume established a video surveillance system for fire protection over ten years ago. 

The system is used as an early warning system for fire prevention. It is set up in the Korn locality with 

one camera. Since PE “Vojvodinašume” is the responsible authority for managing the protected area, 

it can provide all the necessary infrastructure and permits for the measurement network. 

Within the project and at the pilot site, the following new technologies will be developed and 

utilised: 

• Low-cost, stand-alone electronic sensing nodes: This equipment will be positioned on the 

defined locations and act as in situ data collection points. The sensors will measure relevant 
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meteorological and air quality parameters, including nitrogen oxides (NOX) and carbon dioxide 

(CO2), with possible modular extension of sensors with active fire detection capabilities 

(carbon-monoxide CO and other active fire indicating gasses) that would further enhance fire 

risk management and provide an essential early warning system. 

• Two higher quality systems: Two higher quality systems will be installed at the pilot site besides 

the low-cost sensing nodes. These systems are designed to measure all data on meteorological 

conditions and air quality more precisely and accurately. 

 

Figure 3. Locations for sensing nodes in Deliblato Sands. 

5.1.1. Objectives 

CiROCCO's low-cost sensors and the data collected could help the Company make decisions. This 

could be important in terms of fire management prevention, tourist/visitor management, and 

decisions regarding sustainable forest management. 

The pilot 3. study aims to address the environmental threats through several critical technological 

approaches: 

• Establishment of an advanced environmental monitoring network: Implementing an 

extensive sensor network is a cornerstone of the pilot study. This network, consisting of low-

cost and high-quality monitoring stations, will be strategically placed throughout the Deliblato 

Sands. These sensors are designed to monitor a range of environmental parameters such as air 

quality (including particulate matter like PM2.5 and PM10), temperature, wind speed and 

direction, atmospheric pressure, and humidity, including soil humidity, which is the essential 

parameter for hydrological drought monitoring, fire risk mapping and forest management. This 

real-time data is crucial for promptly understanding and responding to environmental changes 

and risks. 

• Ecological Management model: The data collected from the sensor network will be used to 

develop and implement a new ecological management model. This model will assist in decision-

making processes, like choosing suitable plant species for reforestation, better planning 
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conservation measures, and monitoring microclimate changes. The aim is to enhance the 

sustainable management of land, forest, habitat, and tourism activities in the area. The model 

will use in-situ data from the sensor network in combination with remotely sensed data 

(Copernicus Sentinel 1 and 2 and other available remotely sensed products). The model will 

allow near-real-time monitoring of environmental conditions in the SNR “Deliblato sands”. 

• Drought and Wildfire Risk Alert Systems: Given the high risk of wildfires in the Deliblato Sands, 

the CiROCCO project includes developing short-term drought and wildfire risk alert systems. 

These systems will use the data collected from the sensor network to provide early warnings, 

enabling quicker response and mitigation measures to prevent or control fires. The information 

will be available to PE “Vojvodinašume” for taking operative measures to mitigate the fire risk, 

as the institution responsible for managing the protected area and all other relevant 

institutions and stakeholders. 

• Public Health Risk Alerts: The sensor network will also play a crucial role in assessing public 

health risks related to air quality. This is particularly important due to the area's proximity to 

polluted urban areas. Real-time monitoring of air pollutants will help issue health advisories 

and implement measures to reduce exposure to harmful air quality. Timely information about 

air pollution values exceeding legislative thresholds will be provided to state institutions 

responsible for public health and environmental monitoring. 

• Data-Driven Ecological Conservation and Restoration: By leveraging the data from the sensor 

network and Earth Observation products, the project aims to monitor and assess the area's 

ecological balance and overall vulnerability. This includes evaluating changes in land 

degradation, vegetation cover, and climate impacts, thus supporting environmental 

conservation and restoration efforts. 

• Collaborative Approach with Local Stakeholders: The pilot study involves collaboration with 

local government and sectoral stakeholders, ensuring that the actions taken are aligned with 

local needs and priorities. This collaboration is critical to developing sustainable management 

practices that are both effective and acceptable to the local community. 

Through these objectives, the pilot study aims to monitor and assess the current environmental 

status of the Deliblato Sands and implement proactive measures for its preservation and sustainable 

management, addressing both immediate and long-term environmental challenges. 

5.1.2. Actors 

In cooperation with the relevant project partner WP leader, PE Vojvodinašume will coordinate the 

setting up of the monitoring network. Additionally, local personnel will need to be trained on system 

operation and maintenance. NOA will deliver training in coordination with relevant, experienced 

trainers. The appropriate project partner will set up the dissemination system through an internet 

website and a mobile application. 

PE “Vojvodinašume” is a manager of this protected area—Deliblato Sands Special Nature Reserve. 

PE Vojvodinašume is also a user of the area in terms of land (forests, pastures, agricultural land). 

InoSens will be responsible for data analysis and providing the inputs to Vojvodinašume as a project 

results user. 

The protected area managing authority is PE “Vojvodinašume” (Forest Estate “Banat” Pančevo as a 

company regional branch). Key stakeholders would be: 

• Provincial institute for nature conservation 
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• Institute for Geological Research 

• Provincial secretariat for urbanism and environmental protection 

• University of Novi Sad – Department for biology and ecology 

• hydrometeorological institute 

• Local tourist organisation 

• Faculty of Forestry 

• Institute for Forestry (Belgrade) 

• PE Palić Ludaš 

• Firebrigade Pančevo 

User groups would be those institutions and individuals who have a direct interest in managing the 

area of Deliblato Sands SNR. 

PE Vojvodinašume identified a complete list of stakeholders totalling more than 50 individuals 

among more than 40 institutions. The list is part of ongoing task 2.1 efforts and will be anonymised 

and submitted accordingly. 

5.1.3. Background 

Gathering comprehensive and multi-dimensional data is crucial to effectively address the 

environmental challenges faced by the Deliblato Sands in Pilot 3. At an abstract level, the following 

types of information would be essential: 

• Environmental Monitoring Data: Detailed data on air and soil conditions, including levels of 

particulate matter (PM2.5, PM10), soil moisture, and pollutants, would be critical for 

understanding the microclimate. Regular monitoring of air temperature, humidity, wind 

patterns, and atmospheric pressure would also be critical. 

• Biodiversity Assessment: Information on the local flora and fauna, mainly focusing on endemic 

and endangered species. This includes population counts, health assessments, habitat 

condition analyses and forestry surveys. 

• Fire Risk Assessment: Data on factors contributing to fire risk, such as vegetation type and 

density, soil composition, soil moisture, vegetation condition based on remotely sensed data 

(vegetation and soil moisture indices), topographic conditions – slope and aspect, solar 

radiation, and historical fire incidents. Real-time monitoring of fire-prone areas for early 

detection of wildfires. Measurement of gasses that indicate the presence of active fire would 

be essential for a fully functional active fire early warning system. Carbon monoxide (CO) is 

produced in significant quantities during the combustion of organic material. 

• Climate Change Impact Data: Long-term climate data to assess the impacts of climate change 

on the region, including temperature trends, rainfall patterns, and frequency of extreme 

weather events. 

• Land Use and Human Activity Data: Information on current and historical land use, including 

agricultural activities, tourism, and urban development. Assessing the impact of human 

activities on the environment is crucial for sustainable management. 

• Hydrological Data: Information on the region's water resources, including groundwater levels. 

This is particularly important in managing ecosystems in arid or semi-arid areas like the 

Deliblato Sands 

• Geospatial Data: High-resolution satellite imagery and topographical maps to analyse land 

cover changes, habitat fragmentation, and landscape alterations. 
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• Stakeholder Input and Community Engagement: Gathering local knowledge and perspectives 

from the community and stakeholders for a more holistic understanding of the area's 

environmental challenges and solutions. 

• Regulatory and Policy Frameworks: Information on local, national, and international 

environmental laws, policies, and conservation statuses that impact the area. 

This comprehensive information would provide a robust foundation for developing and 

implementing effective strategies to overcome the environmental challenges in the Deliblato Sands, 

ensuring both ecological preservation and sustainable development. 

The contribution to the work of PE "Vojvodinašume" would be related to monitoring parameters (e.g., 

temperature at different locations in the zone of the plant root neck). Also, concerning the area's 

sensitivity (an area in the category of highly fire-risk and sandy area), the sensors should be noninvasive 

and not require any significant interventions in the protected area regarding infrastructure work 

(concreting). Also, they should have lower installation costs and enable the reception of digital data. 

For PE “Vojvodinašume” needs, monitoring the following parameters would be desirable. These 

data could be used for forest management, protected area management, tourism development, and 

wildlife risk assessment: 

• Active fire indicating gasses (CO) 

• CO2 (carbon) emission/storage 

• Air temperatures 

• Sand temperatures (besides/next to the plant communities) 

• Insolation 

• Wind speed 

• Humidity 

• Amount and distribution of precipitation 

• Ozone value 

• Soil moisture (on different depth levels) 

• Temperature at the level of the plant root neck 

• Measuring the level of air pollution (microparticles, pollutants, mechanical particles, soot, etc.) 

According to the Regulation on conditions for monitoring and air quality requirements, it is 

prescribed to monitor the concentration of chemical contaminants such as sulphur dioxide and 

nitrogen, which are not currently measured on the pilot site. These parameters could/would be 

calculated using high-end sensors. PE “Vojvodinašume” is giving two proposals for sensor locations. 

Combining in-situ measurements and remote sensing products would significantly support the 

management decisions. 

5.1.4. Narrative 

The sensors will be installed in the most suitable localities and used for data collection. If sensors 

could collect data on gases indicating active fire, it would bring additional value to the existing video 

fire surveillance and early warning system. The collected data will be implemented in forest 

management planning and other company departments. 

• Establishment and testing of Monitoring Infrastructure: The first step would involve deploying 

the sensor network throughout the Deliblato sands, followed by the testing phase in phase 3 

of the WP4. This network would include low-cost and high-quality sensors capable of 
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monitoring various environmental parameters such as air quality, soil conditions, humidity, 

temperature, and wind patterns. Strategic placement of these sensors would ensure 

comprehensive coverage of the area, focusing on high-risk zones for fires and regions of 

significant ecological importance. 

• Data Collection and Analysis: These sensors would continuously gather real-time data, feeding 

into the central platform for analysis. The data would assess current environmental conditions, 

detect emerging risks (like heightened fire risk or pollution spikes), and monitor long-term 

ecological trends. Advanced data analytics, incorporating AI and machine learning techniques, 

would be utilised to interpret this data, providing actionable insights. 

• Development of Ecological Management Models: Leveraging the collected data, a new 

ecological management model will be developed. This model will guide decision-making in 

areas such as reforestation efforts, habitat conservation strategies, and sustainable tourism 

development. It will aim to balance environmental preservation with local economic and social 

needs. 

• Risk Alert and Response Systems: The project would use real-time data to implement risk alert 

systems, particularly for drought and wildfires. These systems would enable rapid response to 

mitigate risks, mobilise local resources, and inform the community and relevant authorities 

immediately in emergencies. 

By implementing CiROCCO’s technology in this multifaceted and integrated manner, the project 

aims to effectively address the environmental challenges of the Deliblato Sands, ensuring its protection 

and sustainable management. Data will be used to assess the risk of drought and fires, monitor air 

pollution, and conduct studies on long-term sustainable environmental management of the area, risk 

reduction, and mitigation of negative consequences. The study will be based on an ecological model, 

which will be used to integrate all measured results and data obtained through remote sensing, 

detailed field mapping, and selected regional climate models. In collaboration with partners, an early 

warning system will be developed that utilises improved forecasting capabilities, real-time data from 

the pilot site, and satellite tools and products. This system will be designed to provide timely alerts and 

information on different (climate, CO2, fire) events, aiming to reach a wider audience through a web-

based application. 

The demonstration setup for this pilot will involve the installation of low-cost, stand-alone 

electronic sensing nodes (10 in total) and two higher-quality systems. These stations will collect 

previously defined parameters. Additionally, the project will leverage satellite tools and products 

under the Copernicus observation program (primarily Sentinel 1 and 2). 

Single infrastructure for sensors will be required. The Pilot area has no electricity and internet 

access. Sensors must be in safety boxes to protect them from theft, vandalism and damage by wildlife. 

5.1.5. Risks/Challenges/Assumptions 

5.1.5.1. Risks and Challenges Assessment 

Deliblato sand is an area with weak or absent LTE coverage. It is 35km long and 11km wide. 

Additionally, there is no electricity in a significant part of the area (except in forest houses). 

Various inherent risks and challenges include: 
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• Data Reliability and Accuracy Risk: The pilot's effectiveness depends mainly on the data quality 

obtained from the newly established monitoring network. Accurate data collection is crucial for 

making informed decisions and developing effective environmental management strategies. 

• Maintenance and Calibration Protocols: To mitigate the risk related to data reliability, it's 

essential to establish and adhere to stringent calibration, maintenance, and data validation 

protocols. Calibration ensures that sensors and monitoring equipment accurately measure 

environmental parameters. Maintenance protocols are critical to keep the equipment in 

optimal working condition, and data validation processes are necessary to verify the accuracy 

and integrity of the collected data. 

• Damage to the measuring equipment due to theft, vandalism or wildlife activity: the risk could 

be mitigated by choosing secure locations and safety design considerations. 

5.1.5.2. Operational Environment Assessment and Integration Strategies 

Formulating precise objectives for integration and describing the operational aspects are essential 

for Pilot Study 3, guaranteeing it aligns with the broader social, economic, environmental, and 

regulatory landscapes. 

5.1.5.2.1. Investigation of the operational environment and service level 
specificities 

Investigating the operational environment and specifics of service levels in Pilot 3 involves a 

detailed assessment of the Deliblato Sands area in Serbia. This process is essential for aligning the 

project's initiatives with the region's ecological, social, and economic realities. The focus is on 

understanding the variations in microclimate, the impact of human activities on biodiversity, and the 

effectiveness of existing forest management, habitat preservation, and tourism services. Identifying 

gaps and opportunities in these areas will guide the development of interventions to enhance 

environmental protection and sustainable management. This approach ensures that implementing 

advanced monitoring technologies and conservation strategies is grounded in the local communities 

and relevant stakeholders' specific needs and conditions, facilitating practical and context-sensitive 

environmental restoration efforts. 

Setting the nodes will require obtaining the preconditions of nature conservation issued by the 

Ministry of Environmental Protection (on the previous opinion of the Provincial Institute for Nature 

Protection). PE Vojvodinašume will submit the request for the preconditions as soon as all details for 

their settings are known. The procedure lasts from 1-3 months. Preconditions will define restrictions 

for setting up the nodes, so the restrictions will not be known before issuing. 

5.1.5.2.2. Formulating Integration Objectives within Decision-Making Contexts 

In Pilot 3, setting integration objectives within decision-making contexts involves a systematic 

approach to aligning project goals with the environmental, economic, and social frameworks of the 

Deliblato Sands region. This entails analysing the area's specific challenges and opportunities to ensure 

that the project's interventions are both practical and sustainable. The process includes evaluating 

existing environmental policies, stakeholder needs, and the potential impact of project activities on 

local ecosystems and communities. By carefully integrating these factors into the project's planning 

and execution phases, the aim is to achieve a balanced and informed approach to environmental 

restoration and management, contributing to the long-term well-being of the Deliblato Sands and its 

inhabitants. 
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5.2. Pilot Features & Requirements 

This section defines the system features, pilot requirements and the target KPIs for Pilot 3. 

5.2.1. System Features 

These subsections, specifically Table 14, Table 15, Table 16, Table 17 & Table 18, provide the 

required CiROCCO system features provided by Pilot 3. 

Table 14: Feature 1 (Sensor battery). 

Pilot 3: Feature 1 (Sensor battery) 

Brief Feature Description Due to the lack of electricity in the pilot area, sensors need batteries 
that can last longer than two weeks. 

Actor(s) Vojvodinašume 

Priority High 

Further relevant comments 1. An average between 30 kWh/m2 (January) and 200 kWh/m2 (July) 
monthly direct solar irradiation 
2. Possible more than two weeks of sun absence in winter. 
3. No electricity available in Deliblato sands (only several locations with 
infrastructure) 

Table 15: Feature 2 (Distance between single sensors). 

Pilot 3: Feature 2 (Distance between single sensors) 

Brief Feature Description Data transfer between sensors for distances more than 4 km   

Actor(s) Vojvodinašume 

Priority High 

Further relevant comments 1. Deliblato sands are 35km long and 11km wide, which means that the 
average distance between sensors is 4-5km. With a lower distance, we 
are not covering the whole area. 
2. No mobile network coverage in the pilot area. 
3. Limited electricity infrastructure. 

Table 16: Feature 3 (Measurement frequency and access to data and visualising the measurements). 

Pilot 3: Feature 3 (Measurement frequency and access to data and visualising the measurements) 

Brief Feature Description Air quality parameters need to be measured every hour, as prescribed 
by the Regulation on conditions for monitoring and air quality 
requirements. 
A dedicated Dashboard and smartphone application would provide 
monitoring information, statistical data, configurable notifications, and 
Pollution Levels. A registered user may have access to information 
about the atmospheric and air quality conditions. 

Actor(s) Vojvodinašume 

Priority Medium 

Further relevant comments 1. Data needs to be aggregated hourly. 
2. The GUI should be user-friendly. At the same time, it should be 
dynamic, and it should be possible to interactively select the 
visualisation of the measurements. 

Table 17: Feature 4 (Data sharing and interoperability) 

Pilot 3: Feature 4 (Data sharing and interoperability) 
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Brief Feature Description It is possible to create a protocol for data sharing with other 
stakeholders (Provincial Secretariat of Vojvodina Province) to validate 
their models (e.g., an API for data access). 

Actor(s) Vojvodinašume 

Priority High 

Further relevant comments 
 

Table 18: Feature 5 (Modular design). 

Pilot 3: Feature 5 (Modular design) 

Brief Feature Description Possibility to add additional sensors to/inside the box. 

Actor(s) Vojvodinašume 

Priority High 

Further relevant comments External stakeholders have expressed their intention to comply with the 
EU directive on air quality monitoring and would like to install nitrogen 
oxide and sulphur dioxide sensors. It is not necessary to have these 
sensors in multiple locations—if the high-end nodes contain them, that 
would be more than enough. 

5.2.2. Functional/Non-Functional Requirements 

This subsection, and specifically Tables 19 and 20, provides the list of functional and non-functional 

requirements steaming from Pilot 3. 

Table 19: List of functional requirements from Pilot 3. 

Functional Requirements 

No. Description Priority 

1 Development of Stand-alone electronic sensing nodes High 

2 
The low-cost sensing nodes record meteorological parameters (air temperature, 
atmospheric pressure, air humidity, soil humidity, sand/soil temperature, wind 
direction, wind speed, solar radiation) 

High 

3 
The low-cost sensing nodes records air quality parameters (CO2, CO, NOx, Ozone, 
PM2.5, PM10) 

High 

4 
Sensing nodes would be able to communicate with the Cloud Server via external 
connectivity (e.g. WiFi, LoRaWAN, satellite comms) 

High 

5 
A dedicated Dashboard would provide monitoring information, statistical data, 
configurable notifications, and thresholds. 

High 

6 Sensor information can be accessed by registered users at various access levels. High 

7 Installation of two higher-quality systems High 

8 
The higher-quality system should be able to record the same parameters with 
higher accuracy than low-cost sensing nodes. 

High 

9 
Before the operational use of the systems, they should be tested and evaluated 
in natural environmental conditions. 

High 

10 In-situ stations recording soil moisture characteristics at the source High 

11 
The sensors or the receiving systems have a fault alert function (notifying 
promptly about equipment faults, missing data, unexpected outliers and other 
predefined anomalies in the data) 

Low 

11 
Sensing nodes would be monitored remotely, automatically, or manually via the 
Control application. 

Medium 
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13 
The system's design allows for seamless integration of 1 or 2 additional sensors 
in the future. 

Medium 

Table 20: List of non-functional requirements from Pilot 3. 

Non-Functional Requirements 

No. Description Priority 

1 Sensing nodes must respect security and privacy requirements. High 

2 

The system should be built with robust materials and components, able to 
withstand diverse weather conditions (rain, high winds, extreme temperatures), 
ensuring long-term outdoor functionality) with particular emphasis on mitigating 
fire hazards (e.g. batteries resistant to extreme heat, up to 60oC). 

High 

3 
The new system's architecture considers the need for sustainability and the 
principle of zero negative environmental impacts. 

High 

4 
The system should achieve a minimum energy autonomy of at least 120 hours 
(or more), independent of a fixed power supply source. 

High 

5 
Sensing nodes should comply with CE certification standards before reaching the 
market. 

High 

5.3. Key Performance Indicators & Target Values 

Table 21 below shows a list of the target CiROCCO system KPIs coming from Pilot 3. 

Table 21: Pilot 3 Target KPIs 

Pilot 3: Target KPIs 

KPI ID Name Description Metric 
Method of 

measurement 
Target 

KPI_P3_01 

Number of 
deployed 

sensing nodes 

Number of 
monitoring stations 

successfully 
deployed. 

Number 
sensing 
nodes 

Number of nodes 
fully functioning 

continuously for at 
least 30 days 

12 

KPI_P3_02 
Fire risk maps 

produced 

Number of fire risk 
maps produced 

Number of 
maps 

Number of daily fire 
risk assessment maps 

issued 

>30 

KPI_P3_03 

Ecological 
model maps 

produced 

Number of 
ecological model 
maps produced 

Number of 
maps 

Number of monthly 
changes on 

environmental maps 
>3 

KPI_P3_04 
Number of 

users 
Number of system 

users 
Number of 

users 
Number of unique 

users 
>5 
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6. Pilot 4: Modelling of Green House Gases & Particles 

Emissions 

The pilot title is “Modelling of Green House Gases and Particles Emissions”. CSIC is the pilot leader, 

operating in south-eastern Spain and connecting potential stakeholders and decision-makers with the 

project. NOA will undertake the simulation part through the incorporation of in-situ measurements. 

EBOS, ICCS and INTRA will technically support the pilot implementation, including internet and 

satellite, near-real-time data transfer and Earth Observation data sources and methods. 

6.1. Pilot Scenario 

Recent decades show an increasing concern about climate change and how natural and 

anthropogenic processes affect air and water quality. According to a special report of the 

Intergovernmental Panel on Climate Change (IPCC) in 20182, human activities are estimated to have 

caused approximately 1oC of global warming above pre-industrial levels, and this warming is likely to 

reach 1.5oC between 2030 and 2052 if it continues to increase at the current rate. However, several 

atmospheric mechanisms affecting air and water quality still need to be sufficiently understood, 

measured or whose effect still presents high uncertainties according to the Fifth IPCC Assessment 

Report3 and related studies. 

To support policy-making to combat climate change and its impacts, several international initiatives 

(e-infrastructures) are developing strategies for monitoring the different components of the climate 

system to produce standardised, high-precision and long-term observations at various spatial levels. 

Firstly, Aerosol, Clouds and Trace Gases Research Infrastructure (ACTRIS)4 aims to provide information 

on short-lived atmospheric constituents (4D-variability and physical, optical and chemical properties) 

to understand the atmospheric processes driving their formation, transformation and removal. 

Secondly, the Integrated Carbon Observation System (ICOS) aims to provide information on 

greenhouse gas (GHG) exchanges at the ecosystem level using Eddy Covariance as the primary 

technique. Finally, LifeWatch-ERIC5 aims to collect, standardise, analyse, document, and transfer all 

existing information about ecosystem services and global change in ecosystem types using advanced 

tools such as remote sensing, computing, new data, and communication technologies. LifeWatch is 

the only European Infrastructure that Spain leads. However, despite the common objective of these 

three e-infrastructure, there must be a clear interaction (even collaboration) between them. The need 

for such interactions is particularly relevant (and essential) in processes related to 

surface/atmosphere/hydrosphere GHG exchanges and particle emissions. 

Drylands cover over 40% of the Earth's surface. They are highly adapted to climatic variability and 

water stress but also extremely vulnerable to damaging human activities such as deforestation, 

overgrazing, and unsustainable agricultural practices, which cause land degradation, overexploitation 

of natural resources, and emissions. A problem the semiarid Spanish pilot faces is the vulnerability of 

Mediterranean drylands as a hotspot of GHG exchanges and particle emissions. Densely enough spatial 

 
2 https://www.ipcc.ch/sr15/ 
3 https://www.ipcc.ch/assessment-report/ar5/ 
4 https://www.actris.eu/ 
5 https://www.lifewatch.eu/ 
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and temporal measures to cover this aim are needed. The goal covers local to global models of GHG 

exchanges and particle emissions, including quantity (deposition rate) and quality (chemistry) of the 

particulate matter to discriminate near and far sources. 

To cover the above-described objective, CSIC operates a set of experimental stations in Almería 

province in south-eastern Spain, which includes the unique area catalogued as a desert in Europe. Pilot 

4 contains two of these Areas of Interest (AOIs) named “Balsa Blanca”·and “Llano de los Juanes”. They 

are experimental observatories of dryland environments operating within the greater FLUXNET 

network and the Spatial Europe Agency Validation6 networks, which meet this network's international 

requirements and standards. 

The two AOIs are equipped with standardised, high-performance, in-situ instruments to measure 

GHG exchange (fluxes of CO2), water vapour, the energy between soil-vegetation and atmosphere, 

and biogenic and non-biogenic aerosol particle emissions and exchanges, including sources and sinks. 

A flux-tower eddy covariance (FTEC) station and many sensors are operative in each AOI. An FTEC 

includes an infrared gas analyser to measure densities of CO2 and H2O, a three-axis sonic anemometer 

to measure wind speed and sonic temperature, a tower structure supporting the instrumentation at 

the required height to measure fluxes correctly, and a data logger to record and process data. Together 

with fluxes, other instrumentation measures meteorological, soil, vegetation and vadose-zone 

variables, including sensors to measure CO2, water vapour, CH4, radon, and energy. Available time 

series are 15 years long for meteorological and soil variables and CO2 and H2O fluxes. Also, there are 

open rain gauges to collect atmospheric bulk deposition (wet and dry deposition) for atmospheric 

chemistry. 

In each AOI, a higher quality stand-alone electronic sensing node (HE1 in the Sierra de Gádor 

Mountains area and HE2 in the Cabo de Gata–Níjar Natural Park area) will be installed, designed to 

gather more precise and accurate data. The nodes will be installed near the current infrastructure in 

the designed locations. Each node will measure all the target parameters in the CIROCCO project (air 

temperature, soil temperature, wind speed, humidity, amount and distribution of precipitation, ozone, 

solar Radiation, aerosols, PM2.5 and PM10). 

For each high-end sensing node, six (LC1 to LC6 for HE1) and four low-cost, stand-alone electronic 

sensing nodes (LC7 and LC10 for HE2) will be deployed on the proposed sites 3–5 km from each other 

LC. They will measure the same parameters as the high-end nodes. 

HE1 will be installed near Felix town. This AOI covers an altitude gradient from 543 m a.s.l. (LC6: 

foot slope at Road AL-3400) to 1618 m a.s.l. (LC1: summit near the Llano de los Juanes site) along the 

southern version of the Sierra de Gádor Mountains. Sierra de Gádor Mountains form the recharge area 

of the main groundwater body in the region. The climate is semiarid at low elevations, with mean 

annual precipitation around 250 mm. At high elevations, the climate is semiarid-subhumid, with a 

mean annual temperature of 12 and mean annual precipitation of 475 mm. The ecosystem is 

Mediterranean shrublands over Quaternary thin soils and carbonate rocks classified as calcareous 

leptosols. Ground cover consists of extensively flat shrubland. The vegetation is biodiverse and sparse, 

predominating two perennial species, Festuca scariosa (19 %) and Genista pumila (11.5 %). 

HE1 is near Felix town, and energy will be obtained from the electricity supply public network. 

However, LC6 to LC1 will be located in isolated areas connected by more than 10 km of unpaved roads, 

 
6 https://climate.esa.int/en/projects/land-surface-temperature/ 
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without energy supply, and with limitations for conventional communications via mobile phone in the 

case of LC1 to LC4. Still, it depends on the provider of the LTE services. Nevertheless, the previous 

experience is that mobile communications could be better than the provider's information). The 

chosen solution for the connectivity issues is to use Long Range (LoRa) communication, so the locations 

for the LCs of these sites have been selected so there are direct visuals between them from one device 

to another (Figure 4). The visual analysis was realised for a high over the ground of 1.6 m. For a higher 

installation, it should have a better visual range). More in situ validations for the LTE connectivity will 

be done soon. The energy supply will be obtained through solar panels. Installing new instrumentation 

will require additional solar panels and storage energy systems. 

 
Figure 4. The proposed locations of the sensing nodes at the site of Llano de los Juanes, in the Sierra de Gádor 

Mountains area. 

HE2 will be installed in the Balsa Blanca site. This AOI is located in the northern sector of the Cabo 

de Gata–Níjar Natural Park (Figure 5). This area is enclosed within the region's most heavily exploited 

groundwater body. The climate is semiarid with a mean annual temperature of 18.1oC and mean 

annual precipitation of 271 mm. The ecosystem is Semiarid Mediterranean grasslands over Quaternary 

soils with calcareous crusts, classified as calcareous leptosols. Ground cover comprises 29% bare soil 

covered by 8% biological soil crusts, gravel and rock, and 63% vegetation. The vegetation distribution 

is patchy and dominated by Machrocloa tenacissima. 

Balsa Blanca (HE2) is connected by more than 5 km of paved roads, with energy supply, and has no 

limitations for conventional mobile phone communications. The installation of new instrumentation 

does not require the installation of additional solar panels and storage energy systems. In the case of 

LC7 to LC10, there are no limitations for conventional communications via mobile phone, but the 

energy supply will be obtained through solar panels with storage energy systems. 
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Figure 5. Location of the proposed sensing nodes in the Cabo de Gata–Níjar Natural Park area. 

In both AOIs, CSIC informed the local environmental protection authorities about the CiROCCO 

requirements. These authorities could propose alternative locations for LCs without bureaucratic 

wrangling. No permissions from other particulars would be needed. For each high-end sensing node, 

six (LC1 to LC6 for HE1) and four low-cost stand-alone electronic sensing nodes (LC7 and LC10 for HE2) 

will be deployed on the proposed sites, 3–5 km away from each other LC. They will measure the same 

parameters as the high-end nodes and the collectors to analyse the chemistry and mineralogy of 

collected dust. 

In situ, validations were made for the LTE signals in each area for two days. The signal at each 

location (March 1st 2024, for Sierra de Gador and March 2nd 2024, for Cabo de Gata) was measured 

through a Redmi Note 8 Pro with Digi Mobil as phone provider, and for the first site, logged with the 

application “LTE Discovery”. Reference Signal Received Power (RSRP) and Quality (RSRQ) parameters 

were recorded, and the signal is stronger and has more quality close to Felix town (there is a telecom 

antenna over the city). Nevertheless, there is a signal for all the locations, but LC1–LC3 is more unstable 

and has the worst quality. Since the signal was better, the signal measures were not logged in the Cabo 

de Gata area. The only exception in the Pilot was LC10, where the signal was low at some points. 

The two AOIs are isolated areas connected by more than 10 km of unpaved roads, without 

electricity supply, and with limitations for conventional communications via mobile phone, especially 

in Llano de los Juanes. The energy supply is obtained through solar panels. The storage systems are 

designed to establish energy consumption in each AOI. Installing new instrumentation will require 

additional solar panels and storage energy systems. CSIC has informed the environmental protection 

local authorities about the CiROCCO requirements. These authorities can provide locations for low-

cost sensing nodes without bureaucratic wrangling. No permissions from other institutions would be 

needed. 



D2.2 PILOTS’ REQUIREMENTS, DIMENSIONS AND TARGET KPIS 

 

49 

The current infrastructure in each AOI will act as a central sensing node from which other low-cost 

sensing nodes will operate to prove the CiROCCO system. The following new technologies will be 

developed and utilised: 

• Higher quality systems correspond to the central sensing node in each AOI. This system is 

designed to gather more precise and accurate data on meteorological conditions and air quality 

in each AOI. From the parameters to be collected in CiROCCO (air temperature, soil 

temperature, wind speed, humidity, amount and distribution of precipitation, ozone, solar 

Radiation, PM2.5 and PM10), only Ozone, PM2.5 and PM10 will additionally be measured in this 

central sensing node. Two PM2.5 and PM10 devices are needed because one will be used to 

measure the volume (rate) of dust, and the other will be used to analyse the chemistry of dust. 

• Low-cost, stand-alone electronic sensing nodes around the higher-quality system. These nodes 

will be deployed in the proposed locations. They are designed to capture meteorological and 

air quality parameters. It would be essential if the sensors could detect the same variables 

monitored in each higher quality system, including CO2 emissions and parameters monitored in 

CiROCCO (air temperature, soil temperature, wind speed, humidity, amount and distribution of 

precipitation, solar radiation, ozone, PM2.5 and PM10). Two PM2.5 and PM10 devices are needed 

in each low-cost sensing node to gain the same information (volume and chemistry of dust) 

described above. 

6.1.1. Objectives 

CiROCCO technology will contribute to improving the spatial prediction of the above-described 

environmental variables throughout an integrated real-time system of measures. This spatial 

perspective is a constraint of the two AOIs since they include a higher-quality system that operates 

alone. Spatial evaluations will be important in terms of bidimensional modelling of GHG exchanges, 

particle emissions, and air and water quality. 

In parallel, other available dust forecast models (e.g., DREAM [2]) might be used as a potential 

linking ring to forecast operationally through radiative transfer modelling and the impact of dust on 

solar radiation for forecasting in similar regions with high solar radiation and dust deposition. The 

CiROCCO system enables the dust deposition assessment of the atmosphere's aerosol load. This 

information is crucial to studying the impact of dust volume and chemistry on air and water quality 

and to deducing uncertainties in forecasts. 

6.1.2. Actors 

CSIC will be the pilot leader and undertake the GHG simulation in collaboration with the project 

partner, the WP leader, and other involved partners. NOA will simulate atmospheric dust on a 

climatological, real-time and forecast basis. For this, NOA will validate the results against the 

assimilation of sensing node information into a modelling and observing platform for dust. CSIC, in 

collaboration with ICCS/EBOS/INTRA, will be in charge of establishing the system network in each AOI 

and managing and maintaining the stations. Finally, EBOS, ICCS and INTRA will technically support and 

offer their domain expertise throughout the pilot implementation and maintenance forms. Training of 

CSIC personnel on system operation and maintenance will be needed. NOA will deliver training in 

coordination with relevant, experienced trainers. An appropriate project partner will set up the 

dissemination system through an internet website and a mobile application. CSIC is also a user of the 

pilot. The project partner, the WP leader, and other involved partners will be responsible for data 

analysis and providing input to CSIC as a project results user. 
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User groups include institutions and individuals directly interested in managing the AOIs, such as 

the CSIC personnel, who will be trained to operate and maintain the CiROCCO system. The two AOIs 

managing agency is CSIC. Other usual actors using the AOIs are the University of Almería and the 

University of Granada. The occasional collaborators using the AOIs temporally include several 

universities and research institutes from different countries. Actors include the end-users who will 

benefit from the dissemination, such as the citizens, local councils, regulatory bodies/institutions 

(State and Local Agencies for the Environment, Water, and Wilf Life Protection, Local Water Users 

Associations, and Municipalities), private companies devoted to solar and wind energy production, 

agri-food production and commercialisation, and tourist activities. 

6.1.3. Background 

In both higher quality systems (AOIs), CSIC operates instrumentation to measure air temperature, 

soil temperature, wind speed, humidity, amount and distribution of precipitation, and solar radiation. 

Additionally, from an integrated perspective, CSIC measures other parameters to deduce the source 

and behaviour of biogenic and non-biogenic aerosol particle exchanges between soil vegetation and 

the atmosphere. Ozone, PM2.5 and PM10 will be critical data for understanding the temporal variability 

and strengths of these parameters, as well as their formation and transformation processes in the 

atmosphere, including the radiative effects on climate (non-biogenic particles) and human health and 

biodiversity effects (biogenic particles). 

The contribution would be related to the spatial definition of the above-described parameters in 

both AOIs. In higher-quality systems and their surrounding low-cost sensing nodes, the parameters to 

monitor will be air temperature, soil temperature, wind speed, humidity, soil moisture, solar radiation, 

ozone, PM2.5 and PM10. In the case of PM2.5 and PM10, two devices are needed in each higher-quality 

system and the associated low-cost sensing nodes, as commented above. 

About the preservation of the area, the sensors should be non-invasive and not require significant 

interventions in terms of infrastructure work, e.g., concreting. Also, they should have low installation 

and maintenance costs and enable the reception of digital data. Low-cost sensing nodes must be in 

safety boxes to protect them from stealing, vandalism and animal attacks. CSIC is proposing low-cost 

sensing node locations based on its research aims. The precise locations would be determined later by 

attending to possible technical constraints, such as the lack of electricity and internet in both AOIs. In 

total, ten low-cost sensing nodes will be installed. 

6.1.4. Narrative 

In CiROCCO, a particular goal is to measure spatial atmospheric dust to forecast air and water 

quality variabilities. In each AOI, the FTEC station determines the higher-quality system position. In 

contrast, the array of low-cost sensing nodes around the FTEC may be subjected to changes that attend 

to possible technical constraints. In implementing CiROCCO's technology, several key steps and 

alternatives are planned. The relevant project partner and CSIC will coordinate the design and 

establishment of the array. During the first six months of Phase 3 of WP4, the reliability and 

performance of the designed systems will be tested and evaluated. The suitability of selected points 

for surrounding low-cost sensing nodes will also be assessed. Depending on the findings of this 

assessment, the monitoring system in each AOI will be reorganised or not. 

The collected data from the higher-quality system, low-cost sensing nodes, satellite tools, and 

products under the Copernicus observation program and European Commission-European Space 

Agency (EC-ESA) initiative will be integrated to provide a comprehensive analysis of meteorology, air 
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quality, and other relevant drivers. The data will be used to assess the risk of drought, monitor air and 

water pollution, and conduct studies on long-term sustainable environmental management of the area 

and mitigation of negativities. The study will be based on meteorological and ecological models, 

integrating all measured results and data obtained through remote sensing, detailed field mapping, 

and selected regional climate models. In collaboration with partners, we will also develop an early 

warning system that utilises improved forecasting capabilities, real-time data from the AOIs, and 

satellite tools and products. This system will be designed to provide timely alerts and information on 

different (climate, CO2, air quality, water quality) events, aiming to reach a wider audience through a 

web-based application. 

Since 2004, the two AOIs have been pivotal in advancing research endeavours and supporting 

numerous national and international projects and contracts funded by public institutions. Their 

objectives encompass facilitating decision-making to address climate change and its repercussions, 

participating in global initiatives (e-infrastructures) for monitoring various facets of the climate system 

and generating standardised, high-precision, and long-term observations across different spatial 

scales. These international endeavours align with initiatives such as ACTRIS, focusing on short-lived 

atmospheric constituents, ICOS for GHG exchanges at the ecosystem level, and LifeWatch-ERIC for 

biodiversity, ecosystem services, and global change data collection. Both AOIs are integral components 

of a network leveraging instrumentation for e-infrastructures to measure critical parameters for 

surface/atmosphere/hydrosphere exchanges, essential from local to global scales and subject to 

regional and seasonal variations influenced by factors like soil moisture, climate regimes, and vadose-

zone dynamics. Improving our understanding of these interactions and boundary layer dynamics is 

crucial for accurately representing weather, climate, and Earth system models. Ongoing research lines 

include investigating the vulnerability of Mediterranean drylands to GHGs and particle emissions, CO2 

subterranean ventilation, atmospheric boundary layer dynamics, particle fluxes, and groundwater 

quality associated with atmospheric chemistry. The CiROCCO technology stands poised to advance 

these research goals spatially. 

6.1.5. Risks/Challenges/Assumptions 

6.1.5.1. Risks and Challenges Assessment 

Evaluation of inherent risks, challenges, and assumptions is imperative. Various factors demand 

consideration within the framework of this pilot project. The following list shows the dangers and 

challenges relevant to Pilot 4: 

• The main risk and challenge for correctly implementing the CiROCCO system is the limited 

mobile signal and partial electricity coverage in only one of the two AOIs. 

• Another risk involves the reliability and accuracy of data collected under natural conditions, 

necessitating stringent protocols for sensor maintenance, calibration, and data validation post-

training. 

• The Sierra de Gador Mountains area presents a risk of episodic, short snow events. However, 

their frequency and intensity have decreased in recent decades, and their melting times are 

short, particularly during DDS interest seasons. 

• Integrating different technologies and models poses an additional challenge, requiring the 

combination of various systems to model GHG exchanges and particle emissions in both AOIs, 

which can be technically challenging and time-consuming. 
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• Challenges may arise in effectively disseminating information to the public and stakeholders, 

necessitating the development of user-friendly internet websites and mobile applications with 

attention to design, usability, and accessibility. 

• Assumptions about the scalability and transferability of pilot findings and solutions are made, 

assuming that knowledge gained can be transferred and implemented in other regions facing 

similar challenges. 

6.1.5.2. Operational Environment Assessment and Integration Strategies 

Pilot 4 undergoes rigorous discussions concerning the operational environment assessment and 

integration strategies. These discussions aim to resolve several pending issues, including the feasibility 

of operating ASTROCAST satellite communication within the country. The detailed outcomes of these 

ongoing discussions will be incorporated into Deliverable 4.1, titled "Planning and Setup Handbook, 

and Operational Management Report – Initial." [1]. 

6.2. Pilot Features And Requirements 

This section defines the system features, pilot requirements and target KPIs for Pilot 4. 

6.2.1. System Features 

These subsections, specifically Table 22, Table 23, Table 24, Table 25, Table 26, Table 27, Table 28 

& Table 29, provide the required CiROCCO system features provided by Pilot 4. 

Table 22: Configure atmospheric, GHGs and air quality measuring parameters of Pilot 4 

Pilot 4: Configure atmospheric and air quality measuring parameters 

Brief Feature Description  Pilot 4 will implement the CiROCCO instrumentation in two AOis: Sierra 
de Gádor Mountains and Cabo de Gata–Níjar Natural Park near Llano de 
los Juanes and Balsa Blanca experimental stations. CSIC operates these 
experimental stations and belongs to the FLUXNET network 
(https://fluxnet.org/about/). In each area, a High-End sensing node (HE) 
will be installed (HE1 in Sierra de Gádor Mountains and HE2 in Cabo de 
Gata–Níjar Natural Park), from which a series of low-cost sensing nodes 
(LCs) will also operate to prove the CiROCCO system, as follows: 
1. In each HE, all the parameters of interest will be measured (air 
temperature, soil temperature, wind speed, humidity, amount and 
distribution of precipitation, solar radiation, ozone, CO2, PM2.5 and 
PM10). 
2. Six (LC1 to LC6) and four (LC7 to LC10) around HE1 and HE2 will 
measure the same variables monitored in each HE. 

Actor(s) Pilot 4 Participants 

Priority High 

Further relevant comments N/A 

Table 23: Solar energy harvesting with energy storage. 

Pilot 4: Solar energy harvesting with energy storage 

Brief Feature Description The lack of electricity in all the LCs makes it necessary to install 
batteries for sensors that can last longer than two weeks. 

Actor(s) Pilot 4 Participants 

Priority High 

Further relevant comments Solar radiation is higher than 3,200 kWh/m2 per year in both AOIs. 

https://fluxnet.org/about/
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Table 24: Configure the monitoring system’s key performance indicators of Pilot 4. 

Pilot 4: Configure the monitoring system’s key performance indicators 

Brief Feature Description Sensing nodes might be able to communicate to the Cloud Server via 
external connectivity (WiFi and others based on availability) or manually 
downloaded and sent via email or FTP protocols so that sensors’ 
performance could be monitored and corrected when needed based on 
the obtained results and outputs. 

Actor(s) Pilot 4 Participants (CSIC), NOA, ICCS, INTRA, UCY, and EBOS. 

Priority High 

Further relevant comments N/A 

Table 25: Distance between sensing nodes of Pilot 4. 

Pilot 4: Distance between sensing nodes 

Brief Feature Description Data transfer between the six low-cost sensing nodes around each 
higher-quality system for distances over 4 km. 

Actor(s) Pilot 4 Participants 

Priority High 

Further relevant comments The two AOIs are located in isolated areas without electricity supply and 
with limited communication via mobile phone. 

Table 26: Measurement frequency of Pilot 4. 

Pilot 4: Measurement frequency 

Brief Feature Description The parameters monitored in CiROCCO (air temperature, soil 
temperature, wind speed, humidity, precipitation, solar radiation, 
ozone, PM2.5 and PM10) must be measured hourly, as prescribed by 
regulations for air quality monitoring requirements. The sensors 
devoted to PM2.5 and PM10 for chemical analysis of dust must 
accumulate dust weekly. 

Actor(s) Pilot 4 Participants 

Priority High 

Further relevant comments N/A 

Table 27: Access to data and visualization of measurements of Pilot 4 

Pilot 4: Access to data and visualization of measurements 

Brief Feature Description A dedicated dashboard and smartphone application would provide 
monitoring information, statistical data, configurable notifications, and 
pollution levels. A registered user may have access to information about 
the atmospheric and air quality conditions. 

Actor(s) Pilot 4 Participants, end users (citizens) 

Priority High 

Further relevant comments The GUI should be user-friendly and dynamic, with the possibility of 
selecting visualisations of single variables and measurements. 

Table 28: Data sharing and inter-operability of Pilot 4 

Pilot 4: Data sharing and interoperability 

Brief Feature Description Capability to create protocols for data sharing with other stakeholders 
as a necessary step for validating their models. 

Actor(s) Pilot 4 Participants, end users (citizens) 

Priority High 

Further relevant comments N/A 
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Table 29: Modular design of Pilot 4 

Pilot 4: Modular design 

Brief Feature Description Possibility to add additional sensors to/inside the box to cover possible 
additional research interests not included in the initial CiROCCO 
proposal. 

Actor(s) Pilot 4 Participants 

Priority High 

Further relevant comments N/A 

6.2.2. Functional/Non-Functional Requirements 

This subsection, specifically Table 30 & Table 31, provides the list of functional and non-functional 

requirements steaming from Pilot 4. 

Table 30: List of functional requirements from Pilot 4. 

Functional Requirements 

No. Description Priority 

1 Development of Stand-alone electronic sensing nodes High 

2 The low-cost sensing nodes record meteorological parameters (precipitation, air 
temperature, atmospheric pressure, air humidity, soil humidity, sand/soil 
temperature, wind direction, wind speed, solar radiation) 

High 

3 The low-cost sensing nodes record air quality parameters (CO2, Ozone, PM2.5, PM10) High 

4 The low-cost sensing nodes additionally sample total (bulk) dust amount (all 
fractions) for its chemistry analysis over weekly internals 

Low 

5 Sensing nodes would be able to communicate with the Cloud Server via external 
connectivity (e.g. WiFi, LoRaWAN, satellite comms) 

High 

6 A dedicated Dashboard would provide monitoring information, statistical data, 
configurable notifications, and thresholds. 

High 

7 Sensor information can be accessed by registered users at varying levels. High 

8 Installation of two higher quality systems at two sites more than 100 km apart High 

9 The higher-quality system should be able to record the same parameters but with 
higher accuracy than that of low-cost sensing nodes. 

High 

10 Before the operational use of the systems, they should be tested and evaluated in 
natural environmental conditions. 

High 

11 In-situ stations recording soil moisture characteristics at the source Low 

12 The sensors or the receiving systems have a fault alert function (notifying 
promptly about equipment faults, missing data, unexpected outliers and other 
predefined anomalies in the data) 

Low 

13 The temporal resolution will be one sample per hour for the low-cost sensing 
nodes. 

Medium 

14 Sensing nodes would be controlled or monitored remotely, either automatically 
or manually, via the Control application. 

Medium 

15 The system's design allows for seamless integration of 1 or 2 additional sensors in 
the future. 

Medium 

16 It must be easy and quick to relocate the sensing nodes Medium 
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17 The system's features or databases must be accessible and compatible with 
Android and iOS apps. 

Medium 

18 The system's design enables non-specialized personnel to replace individual 
sensors easily. 

Low 

Table 31: List of non-functional requirements from Pilot 4. 

Non-Functional Requirements 

No. Description Priority 

1 Sensing nodes must respect security and privacy requirements High 

2 The system should have robust materials and components to withstand diverse 
weather conditions (rain, high winds, intense dust events, extreme temperatures) 
and ensure long-term outdoor functionality. 

High 

3 The new system's architecture considers the need for sustainability and the 
principle of zero negative environmental impacts. 

High 

4 The system should achieve a minimum energy autonomy of at least 120 hours (or 
more), independent of a fixed power supply source. 

High 

5 The system should achieve a minimum data-recording autonomy of at least 120 
hours (or more), independent of the possible (periodical) manual data recording. 

High 

6 Sensing nodes should comply with CE certification standards before reaching the 
market. 

High 

7 Training on the installation, use and maintenance of the equipment in particular 
and the system in general 

High 

6.3. Key Performance Indicators & Target Values 

Table 32 below shows a list of the target CiROCCO system KPIs coming from Pilot 4. 

Table 32: Pilot 4 Target KPIs. 

Pilot 4: Target KPIs 

KPI ID Name Description Metric 
Method of 

measurement 
Target 

KPI_P4_01 

Number of 
deployed 

sensing nodes 

Number of 
monitoring stations 

successfully deployed 

Number 
sensing nodes 

Number of 
nodes fully 
functioning 

continuously for 
at least 30 days 

>4 

KPI_P4_02 
Sensor 

compatibility 

Number of sensing 
nodes tested for 
connectivity and 

good performance 

Number of 
sensing nodes 

Proved 
performance for 
at least 30 days 

>4 

KPI_P4_03 
DDS events 
forecasting 

Number of DDS 
episodes that will be 

successfully predicted 
in terms of their 
occurrence and 

intensity 

Percentage 

Model 
evaluation using 

Performance 
Indices 

>10 

KPI_P4_04 

Dust-induced 
Water Quality 
Assessment 

Number of Dust-
induced Water 

Quality Assessment 
Maps produced 

Number of 
maps 

Number of 
monthly Dust-
induced Water 

Quality 

>4 



D2.2 PILOTS’ REQUIREMENTS, DIMENSIONS AND TARGET KPIS 

 

56 

Maps 
produced 

Assessment 
Maps issued 

KPI_P4_05 
Application 
End Users 

Number of system 
End Users 

Number of 
End Users 

Number of 
unique End 

Users 
>3 
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7. Stakeholders Requirements 

As discussed in D2.1, entitled “Key stakeholders mapping and functional requirements elicitation and 

analysis” [3], the stakeholders' requirements from interactions with properly selected stakeholders 

are summarised in Table 33. 

Table 33: The common system features and requirements among all four Pilots, as retrieved from interactions 

with stakeholders. 

Common system features and requirements 

Recording of meteo & air quality parameters with low-cost sensing nodes 

Provision of robust external connectivity options for communication with a Cloud Server 

and other sensor networks 

Offering a dedicated Dashboard for real-time monitoring, data analysis, and customisable 

alerts 

Developing a high-quality system for enhanced accuracy in parameter recording 

Enabling remote control and monitoring of nodes with automated and manual options 

Low-maintenance equipment with reliable and accurate measures 

Facilitating maintenance and sensor replacement by personnel without specialised skills 
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8. Consolidated System Features, Requirements & KPIs 

The following three tables present the consolidated system features, requirements, and KPIs, along with the CiROCCO system's initial target values. 

Table 34: The consolidated system features for the CiROCCO system. 

No. Pilot Title Description Actors Priority Comments 

1 
1, 2, 4, 

stakeholders 

Configure 
measuring 
parameters 

Sensing nodes would be able to 
measure solar radiation parameters for 
harmonisation with the natural power 
production, wind speed and direction 
for the dust forecasting and load 
estimation, PM and ozone for 
comparison with the dust modelling 
and air quality quantification, air 
temperature and relative humidity for 
the solar panels’ efficiency, operation 
optimum conditions and maintenance 
alerting. Sensing nodes could measure 
atmospheric pressure, sand/soil 
temperature, PM2.5, PM10, amount and 
distribution of precipitation, and CO2. 

All Pilot 
participants, 
EBOS, NOA 

High 

Pilot 4 includes two experimental stations 
(AOIs): “Balsa Blanca”·and “Llano de los 
Juanes”, that belong to the FLUXNET network 
(https://fluxnet.org/about/). Each AOI will 
act as a central higher-quality sensing node 
from which other six low-cost sensing nodes 
will operate to prove the CiROCCO system, as 
follows: 
1. In the two higher-quality systems, only 
Ozone, PM2.5, and PM10 will be measured 
additionally. Two PM2.5 and PM10 devices 
are needed because one will measure the 
volume (rate) of dust, and the other will 
analyse the chemistry of dust.  
2. The six low-cost, stand-alone electronic 
sensing nodes around each higher-quality 
system will detect the same variables 
monitored in each higher-quality system, 
including CO2 emissions and parameters 
monitored in CiROCCO (air temperature, soil 
temperature, wind speed, humidity, amount 
and distribution of precipitation, solar 
radiation, ozone, PM2.5 and PM10). In each 
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low-cost sensing node, two PM2.5 and PM10 
devices are also needed for the volume and 
chemistry of dust. 

2 
1, 2, 4, 

stakeholders 

Configure 
the 
monitoring 
system’s 
key 
performan
ce 
indicators 

Sensing nodes might be able to 
communicate to the Cloud Server via 
external connectivity (WiFi and others 
based on availability) or manually 
downloaded and sent via email or FTP 
protocols so that sensors’ performance 
could be monitored and corrected 
when needed, either automatically 
(based on the AI results) or manually 
(using the Control application), based 
on obtained results and outputs. 

CEDARE, 
NOA, ICCS, 

INTRA, UCY, 
EBOS, 

DIMOS, 
MOL, ASTRO, 

CSIC 

High 

Actors use their tiered account to launch the 
Graphical User Interface, which allows them 
to monitor systems' key performance 
indicators. 

3 
1, 2, 3, 4, 

stakeholders 

Data and 
visualizatio
n and 
disseminati
on of 
measurem
ents 

Developing user-friendly platforms, 
such as the internet website and 
mobile application, will require 
attention to design, usability, and 
accessibility to reach a wide range of 
end-users and ensure the information 
is easily understandable and 
actionable. A dedicated Dashboard and 
smartphone application would provide 
monitoring information, statistical 
data, configurable notifications, and 
Pollution Levels. A registered user may 
have access to information about the 
atmospheric and air quality conditions. 

All Pilot 
participants, 

End Users 
(citizens, the 

private 
company 

working in 
the solar 

industry, the 
Ministry of 
Electricity, 

the New and 
Renewable 

Energy 
Authority 
(NREA), 

High 

The user platform should address the 
reliability and accuracy of the data collected 
under actual desert conditions and the 
quality and reliability of data collected from 
the newly developed monitoring network. 
The GUI should be user-friendly. The GUI 
should be user-friendly. At the same time, it 
should be dynamic, and it should be possible 
to interactively select the visualisation of the 
measurements. 
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transmission 
and 

distribution 
system 

operators, 
and 

applicable 
regulatory 
bodies.), 

EBOS, INTRA 

4 2 
Desert 
Dust Storm 
Forecasting 

End Users access the Desert Dust 
Storm (DDS) forecasting and the 
prediction of relevant Air Quality Index 
(AQI) for the broader area of 
Municipality of Idalion. Based on the 
DDS forecasting, end users (citizens) 
choose their outdoor activities and 
how much they will impact their 
health. 

All Pilot 
participants, 

End Users 
(citizens), 

EBOS, INTRA 

High 
It is possible to map the AQI in 2-D maps via 
an AI module, an optional but helpful feature 
for citizens in such a large area. 

5 3, 4 
System 
autonomy 

Due to the lack of electricity in the pilot 
area, sensors must be powered by a 
battery. It needs to have a battery that 
can last longer than two weeks. 

All pilot 
participants, 

EBOS 
High 

1. An average between 30 kWh/m2 (January) 
and 200 kWh/m2 (July) monthly direct solar 
irradiation 
2. Possible more than two weeks of sun 
absence in winter. 
3. No electricity available in Deliblato sands 
(only several locations with infrastructure)  
Pilot 4: Solar radiation is higher than 3,200 h 
per year in both AOIs. 
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6 
3, 4, 

stakeholders 

Distance 
between 
single 
sensors 

Data transfer between sensors for 
distances more than 4 km 

All pilot 
participants, 
EBOS, ASTRO 

High 

1. Deliblato sands are 35km long and 11km 
wide, which means that the average distance 
between sensors is 4-5km. With a lower 
distance, we are not covering the whole area  
2. No mobile network coverage in the pilot 
area. 
3. Limited electricity infrastructure. 

7 3, 4 

Data 
sharing and 
interopera
bility 

It is possible to create a protocol for 
data sharing with other stakeholders 
(Provincial Secretariat of Vojvodina 
Province) to validate their models (e.g., 
an API for data access). 

All pilot 
participants, 
INTRA, EBOS 

High  

8 
2, 3, 4, 

stakeholders 
Modular 
design 

Possibility to add additional sensors 
to/inside the box.  It would be 
beneficial to be a provision to connect 
in the future, 1-2 new sensors to 
measure different parameters (e.g. 
NOx, CO concentrations) 

All pilot 
participants, 

EBOS 
High 

1. External stakeholders intend to comply 
with the EU directive on air quality 
monitoring and would like to install nitrogen 
oxides and sulphur dioxide. Having these 
sensors in multiple locations is unnecessary – 
if the high-end nodes contain them, that 
would be more than enough. VSUME is 
interested in extending its functionality to 
include active fire detection capabilities. 

9 3, 4 
Measurem
ent 
frequency 

The Regulation on conditions for 
monitoring and air quality 
requirements requires air quality 
parameters to be measured every 
hour. 

All pilot 
participants, 

EBOS 
Medium Data need to be aggregated hourly. 
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Table 35: The consolidated pilot and stakeholder functional requirements of the CiROCCO system. 

No. Description Priority 
1 Include Stand-alone electronic sensing nodes in the system High 

2 Sensing nodes would be able to communicate with the Cloud Server via external connectivity (e.g. WiFi, LoRaWAN, satellite comms) High 

3 Sensor information can be accessed by registered users at varying levels. High 

4 The low-cost sensing nodes record air quality parameters (Ozone, PM2.5, PM10) High 

5 A dedicated Dashboard would provide monitoring information, statistical data, configurable notifications, and thresholds. High 

6 The higher-quality system should be able to record the same parameters with higher accuracy than low-cost sensing nodes. High 

7 
The low-cost sensing nodes record meteorological parameters (air temperature, atmospheric pressure, air humidity, soil humidity, 
sand/soil temperature, wind direction, wind speed, solar radiation) 

High 

8 The low-cost sensing nodes record air quality parameters (CO2, CO, NOx) Medium 

9 
The sensors or the receiving systems have a fault alert function (notifying promptly about equipment faults, missing data, unexpected 
outliers and other predefined anomalies in the data) 

Medium 

10 
The low-cost sensing nodes record meteorological parameters (precipitation, air temperature, atmospheric pressure, air humidity, soil 
humidity, sand/soil temperature, wind direction, wind speed, solar radiation) 

High 

11 The low-cost sensing nodes additionally sample total (bulk) dust amount (all fractions) for its chemistry analysis over weekly intervals Low 

12 Installation of two higher quality systems at two sites more than 100 km apart High 

13 Sensing nodes would be monitored remotely, automatically, or manually via the Control application. Medium 

14 It must be easy and quick to relocate the sensing nodes. Medium 

15 The system's features or databases must be accessible and compatible with an Android app. Medium 

16 The system's design allows for seamless integration of 1 or 2 additional sensors in the future. Medium 

17 The system's design enables non-specialized personnel to replace individual sensors easily. Low 

  



D2.2 PILOTS’ REQUIREMENTS, DIMENSIONS AND TARGET KPIS 

 

63 

Table 36: The consolidated pilot and stakeholder functional requirements of the CiROCCO system. 

No. Pilot Description Priority 
1 1, 2, 3, 4 Sensing nodes must respect security and privacy requirements High 

2 2 Sensing nodes should comply with CE certification standards before reaching the market. High 

3 1, 3, 4 
The system should be built with robust materials and components, able to withstand diverse weather conditions (rain, 
high winds, extreme temperatures), ensuring long-term outdoor functionality with particular emphasis on mitigating 
fire hazards (e.g., batteries resistant to extreme heat, up to 60 C) 

High 

4 2 
The new system's architecture considers the need for sustainability and the principle of zero negative environmental 
impacts. 

High 

6 4 Training on the installation, use, and maintenance of the equipment, in particular, and the system, in general High 

5 1, 2, 3, 4 The system should achieve energy autonomy for at least two weeks Medium 
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Table 37: The consolidated pilot KPIs and target values of the CiROCCO system. 

No. Pilot KPI_ID Name Description Metric 
Method of 
measurement Target 

1 1 KPI_P1_01 Application End Users 

End users (entities & solar farms) 
expected to use the dedicated platform 

or application for the DDS Early 
Warning System (for solar plant 

production support) 

Number of unique 
End Users 

MoU >10 

2 1 KPI_P1_02 

DDS events 
forecasting and effect 

on electricity 
production levels 

Number of DDS episodes that will be 
successfully predicted and estimation of 

the expected energy production 
reduction 

Percentage 
difference from 

actual production 

Model evaluation 
using Benban 

measurements 
>90% 

3 1 KPI_P1_03 Sensor compatibility 
Number of sensing nodes tested for 
connectivity and good performance 

Number of sensing 
nodes 

- >1 

4 2 KPI_P2_01 Application End Users 
End users are expected to use the 

dedicated platform or application for 
the DDS Early Warning System. 

Number of unique 
End Users 

- >300 

5 2 KPI_P2_02 
DDS events 
forecasting 

Number of DDS episodes that will be 
successfully predicted in terms of their 

occurrence and intensity 
Percentage 

Model evaluation 
using Performance 

Indices 
>75% 

6 2 KPI_P2_03 Sensor compatibility  
Number of sensing nodes tested for 
connectivity and good performance 

Number of sensing 
nodes 

 >5 

7 3 KPI_P3_01 
Number of deployed 

sensing nodes 
Number of monitoring stations 

successfully deployed. 
Number sensing 

nodes 

Number of nodes 
fully functioning 

continuously for at 
least 30 days 

12 

8 3 KPI_P3_02 
Fire risk maps 

produced 
Number of fire risk maps produced Number of maps 

Number of daily fire 
risk assessment maps 

issued 
>30 
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9 3 KPI_P3_03 
Ecological model maps 

produced 
Number of ecological model maps 

produced 
Number of maps 

Number of monthly 
environmental 
change maps 

produced 

>3 

10 3 KPI_P3_04 Number of users  Number of system users Number of users 
Number of unique 

users 
>5 

11 4 KPI_P4_01 
Number of deployed 

sensing nodes 
Number of monitoring stations 

successfully deployed 
Number sensing 

nodes 

Number of nodes 
fully functioning 

continuously for at 
least 30 days 

>4 

12 4 KPI_P4_02 Sensor compatibility 
Number of sensing nodes tested for 
connectivity and good performance 

Number of sensing 
nodes 

Proved performance 
for at least 30 days 

>4 

13 4 KPI_P4_03 
DDS events 
forecasting 

Number of DDS episodes that will be 
successfully predicted in terms of their 

occurrence and intensity 
Percentage 

Model evaluation 
using Performance 

Indices 
>10 

14 4 KPI_P4_04 
Dust-induced Water 
Quality Assessment 

Maps produced 

Number of Dust-induced Water Quality 
Assessment Maps produced  

Number of maps 

Number of monthly 
Dust-induced Water 
Quality Assessment 

Maps issued  

>4 

15 4 KPI_P4_05 Application End Users Number of system End Users 
Number of End 

Users 
Number of unique 

End Users 
>3 
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9. Conclusions 

As we conclude this chapter of the CiROCCO project, we reflect on the insights gained and the 

achievements reached. The journey from the initial conception to the detailed exploration of each 

pilot scenario has been informative and transformative, providing rich knowledge and experiences. 

Throughout the project, we've pursued excellence, embraced innovation, and remained dedicated 

to creating a meaningful impact. From outlining each pilot's features, requirements, and key 

performance indicators (KPIs) to delving into system specifics, our collaborative efforts have been 

marked by precision, creativity, and a spirit of inquiry. The methodology section is a robust framework 

guiding our exploration and evaluation. This systematic approach has helped us understand each 

pilot's objectives, challenges, and opportunities. It has also laid the foundation for informed decision-

making and strategic alignment with the project's broader goals. 

By carefully analysing each step of the CiROCCO project, we have deepened our understanding of 

the operational landscape. This approach has ensured clarity and rigour in our work and provided a 

clear path for the project's ongoing development and success. 

From renewable energy systems planning to sustainable environmental restoration support and 

from desert dust storm events monitoring to modelling greenhouse gas emissions, each pilot has 

offered a canvas to paint our aspirations for a better, more sustainable future. Through our exploration 

of their intricacies, we have unearthed a wealth of insights that inform our understanding of the 

challenges at hand and our strategic approach towards addressing them. 

At the heart of our conclusions lie the integration objectives—crafted with care and foresight to 

align legal frameworks, stakeholder engagement, and technical protocols. We aspire to create an 

ecosystem that fosters effective decision-making through collaboration and synergy, ensuring that our 

endeavours resonate with stakeholders' diverse needs and aspirations. As we reflect on the journey 

thus far, we recognise the significance of our deliverables in shaping the trajectory of the CiROCCO 

project. From the comprehensive documentation of pilot descriptions and objectives to the meticulous 

exploration of system features, requirements, and KPIs, our deliverables serve as guideposts, 

illuminating the path towards success and impact. 

In conclusion, the findings presented herein serve as more than just a culmination of our efforts; 
they represent the seeds of a future brimming with possibilities. They are the foundation upon which 
we will continue to build, innovate, and collaborate—forging ahead with unwavering determination 
and collective resolve. As we embark on the next phase of the CiROCCO project, let us carry these 
insights, lessons, and aspirations into the fabric of a future defined by resilience, sustainability, and 
shared prosperity.  
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